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1
Decision/action requested

Discussion on UDR related contributions and keeping history for decisions made in the meeting.
2
References

[1]
29.505
3
Rationale

History
	V01
	Nokia - update of 587/589/590 with Nokia proposals for consolidation

	V02
	Nokia - Update including earlier submitted comments by TIM

	V03
	Vodafone - The agreement in SA was that the security of this feature is not standardised in Rel.15 so most of the changes are reverted.

	V04
	Vodafone - corrected the subscription credentials change following comments

	V05
	Nokia – not agreeing with all changes and proposing on top of V4 an update

	V06
	Update from plenary discussion (28.8. morning session) 

Most of the changes reverted in V05 were acceptable.

The following changes to v5 were agreed during this session:
· Definition clause

Delete definition on authentication subscription data, but add a note on subscription credentials that CT spec refer to as authentication subscription data.

· Comment on 5.8.1

re-insert “long-term” and write “key(s)” (add brackets)

Delete sentence – “UDR shall ….”, but keep the note on UDR 
Comment by Nokia after implementing above changes and also implementing those: 
· Also referring to key(s) in note.
· Due to UDR reference, keep abbreviation on UDR and add reference to 29.505.


	V07
	Proposed addition by Orange
Note: Subscription credential(s) are refered to as part of authentication subscription data in 3GPP TS 29.505 [X].
Comment by Nokia: contradicting the earlier removal of authentication subscription data definition since exactly the same as subscription credential(s)

	V08
	Reverting V07 change
Typo correction “refered” -> referred
Implementing TIM comment: Replacing in Note1: key(s) by subscription credential(s)  and in Note 2 auhtentication subscription data by subscription credential(s)  
 


	V09
	Correction to reference

	V10 
	Reverting change in Note 2 to refer to authentication subscription data 

& 
deleting earlier proposed Note in definition clause (under security credentials) which read: Note: Subscription credential(s) are referred to as authentication subscription data in 3GPP TS 29.505 [X]. 
( removed to make progress.


	V11
	Updating Note 2 as follows
NOTE 2: Security mechanisms for storage of subscription credentials authentication subscription data in the UDR and for their the transfer of authentication subscription data between UDR and ARPF (see as specified in 3GPP TS 29.505 [X]) are left to implementation.

	V12 
	Modification of V11 of NOTE 2


Final versions of the following CRs will be updated against 33.501 implementing below proposals 
	S3-192587
Update in

S3‑192987
	Definition of authentication subscription data and update to UDM requirement

	S3-192589
Update in
S3‑192988  
	Missing UDR description in alignment with 29.505

	S3-192590 
Update in
S3-192589
	Update on ARPF


4
Detailed proposal

SIMPLIFIED CR versions for offline discussion 

S3-192987
-  on requirements/definition/abbrev.




3.1
Definitions

subscription credential(s): The set of values in the USIM and in the home operator's network, consisting of at least the long-term key(s) and the subscription identifier SUPI, used to uniquely identify a subscription and to mutually authenticate the UE and 5G core network.
*********** CHANGE 2 ***********
3.2
Abbreviations
UDR
Unified Data Repository
*********** CHANGE 3 ***********
5.8
Requirements on the UDM 

5.8.1
Generic requirements

The long-term key(s) used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected.  

NOTE 1: Security mechanisms for protection of subscription credentials in ARPF are left to implementation.
NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [X]) between UDR and ARPF are left to implementation.
*********** CHANGE 4 ***********
2
References

[X]
3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data; Stage 3".
S3-192988
-  on security mechanisms
6.1.2
Initiation of authentication and selection of authentication method

…
< part of text deleted for overview purpose >

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.

Based on SUPI, the UDM/ARPF shall choose the authentication method.   
NOTE 3:
The Nudm_UEAuthentication_Get Response in reply to the Nudm_UEAuthentication_Get Request and the Nausf_UEAuthentication_Authenticate Response message in reply to the Nausf_UEAuthentication_Authenticate Request message are described as part of the authentication procedures in clause 6.1.3.

S3-192989
-  on key hierarchy



6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall process the long-term key K and any other sensitive data only in its secure environment. The key K shall be 128 bits or 256 bits long. 
During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

…

< part of text deleted for overview purpose >
*********** END OF CHANGES********
�I suggest to use SA3 terms, in a SA3 TS 







