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1
Decision/action requested

This document proposes to discuss the threats if the authentication status in the UDM is not removed, and gives out a new key issue on this.
2
References

[1]    S3-192824
3
Rational
Contribution S3-192824 proposed to remove the tests on ciphering and integrity proteciton of NAS signaling, since the execution steps are not reasonable.

Technically, the clause 4.2.3.2.4 of TS 33.117 referred in the execution steps is used for security profile verification, and can not be used for NAS protection test. However, as an important security feature for data protection, ciphering and integrity protection of NAS signalling, shall be implemented.
Here, it proposes to update the execution step to support these two tests.
If agreed, the new execution steps can be added to the TR.
4
Detailed proposal

***
BEGIN CHANGES
***

4.2.2.3.1 
Ciphering of NAS signalling message 

Requirement Name: Ciphering of NAS signalling message
Requirement Reference: TS 33.501 [2], clause 5.5.1

Requirement Description: "AMF shall support ciphering of NAS signalling message between UE and AMF on N1 interface." as specified in TS 33.501 [2], clause 5.5.1. 

Threat References: TR 33.926 [6], clause X.2.3.1, Bidding Down
Test case: 

Test Name: TC_NAS_CIPH_AMF
Purpose: 

Verify that the NAS signalling messages are ciphered by AMF over N1 interface between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall enable the confidentiality protection.

-
Tester shall have knowledge of the NAS ciphering algorithm and the NAS ciphering protection keys.

-
Tester shall ensure Ciphering algorithm other than NEA-0 is used.

-
Tester shall have access to the N1 interface.

Execution Steps: 

1. The tester traces the NAS signalling messages transferred over the N1 interface.
2. After the NAS security is activated (i.e. NAS SMC, or initial NAS message protection), the tester captures the following downlink NAS signalling messages.
3. The tester decrypts the retrieved NAS signalling message by using the NAS ciphering algorithm and the NAS ciphering protection keys, to obtain the plaintext.

4. The tester validates the plaintext is a correct NAS message.

Expected Results:

The NAS signalling messages are ciphered between the UE and AMF over N1 interface.

4.2.2.3.2 
Integrity protection of NAS signalling messages

Requirement Name: Integrity of NAS signalling messages

Requirement Reference: TS 33.501 [2], clause 5.5.1

Requirement Description: "AMF shall support integrity protection of NAS signalling messages between UE and AMF on N1 interface." as specified in TS 33.501 [2], clause 5.5.1. 

Threat References: TR 33.926 [6], clause X.2.3.2, NAS integrity selection and use
Test case: 

Test Name: TC_NAS_INT_AMF
Purpose: 

Verify that the NAS signalling messages are integrity protected by AMF over N1 reference points between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall have knowledge of the NAS integrity algorithm and the NAS integrity protection keys.

-
Tester shall have access to the NAS signalling packets sent over N1 interface.

Execution Steps: 

1. The tester traces the NAS signalling messages transferred over the N1 interface.

2. After the NAS security is activated (i.e. NAS SMC, or initial NAS message protection), the tester captures the following downlink NAS signalling messages.

3. The tester verifies whether the retrieved NAS signalling message is integrity protected or not, by using the NAS integrity algorithm and the NAS integrity protection keys.


Expected Results:

The NAS signalling messages sent between UE and AMF over N1 interface are integrity protected.

***
END OF CHANGES
***
