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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 22. It is a resubmission of the same key issue submitted but not handled at SA3#95 & SA3#95BIS.
3
Proposed New Text
[START OF CHANGES]
5.23
Key Issue 22: MANO Single Point of Failures

5.23.1
Key issue detail

The NFV Management Network Orchestration functions (MANO) are responsible for on-boarding, instantiation and life cycle management of all VNF within a virtualised network. Combined with 3GPP layer OSS/BSS functions they control all VNFs and indirectly (via the hypervisor or hosts) can access all data within those VNFs, unless specially protected. Compromising MANO would effectively compromise all VNFs (to a much less extent the same applies to the OSS/BSS). Therefore, for 3GPP NFs to be secure, 3GPP NFs need to have minimum security guarantees from MANO and be designed to be resistant to compromise of the underlying MANO system.

Editor’s Note: SA3 need to determine the capabilities which the NFV layer must provide (eg HMEEs for certain 3GPP cryptographic functions, or specific TPM/HSM segretation to minimise MANO risks to 3GPP NFs).
5.23.2
Security threats

5.23.3
Potential security requirements

[END OF CHANGES]
