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1
Decision/action requested

It is proposed to accept the pCR to clarify requirements on PARLOS
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
[1]
tdoc S3-192381 draft TR 33.815
3
Rationale

PARLOS is a service that is unknown outside the US and users will likely be unaware that it exists. This contribution fixes key issue 4 to clarify the original intention.
It also gives requirements that try to limit the potential harm for non-US customers and non-US networks.

In addition, the pCR fixes a numbering error.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

******************************** START OF CHANGES ************************************
6.5
Key Issue #4: User awareness of use of PARLOS service.

6.5.1
Key issue details

When a user currently attaches to a 4G or 5G network, the user or application on the UE can rely on the serving network to be authorized by the home network. However, if network authorization were to be skipped, it could enable unauthorized networks to provide service to the user. This enables the unauthorized network to become a man in the middle to any service that is being offered. 

The user needs to be aware that different security guarantees apply, e.g. the confidentiality and integrity of the communication are not given to the same degree as in regular service usage. Furthermore, not even the serving network name can be trusted.

NOTE: Narrowband devices are not allowed to access RLOS services

6.5.2
Potential Security threats

-
The UE is required to obtain user consent for the use of PARLOS based services. However the serving network name can not be trusted. If users are not aware of existence of PARLOS services, the user is likely to be unaware of the risks of using PARLOS based services. The man in the middle could take advantage of this and accept the PDN session attempt and gain access to the complete communication.
-
RLOS service could be offered by a non-trustworthy network under a false name. This could damage the reputation of the network name.

6.5.3
Potential security requirements

UE shall not accept PARLOS service offered by operators with a non-US MCC. 
UE shall not access PARLOS service if it has a non-US IMSI.
NOTE: User interaction is one possible solution to user awareness.
******************************** END OF CHANGES ************************************
