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1	Decision/action requested
This contribution discusses the SA2 LS regarding MT EDT
2	References
[1]	Core Network impacts from MT-EDT (S2-1907604)
[2]	Reply LS on Mobile-terminated Early Data Transmission (S2-1908629)
3	Rationale
SA2 asked SA3 the following questions regarding the MT EDT for both control plane and user plane CIoT EPS optimization.
==
2. Security and incorrect charging issue
SA2 has discussed the RAN2 message 2 and message 4 solutions for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation. For the MT-EDT with message 4 solution, SA2 assumes re-use of the MO-EDT security procedure.

For the MT-EDT with message 2 solution:
· for CP CIoT EPS Optimisation, the MME cannot receive the Control Plane Service Request (CPSR) NAS message prior to sending the DL Data. According to SA2 this requires that the MME shall not delete the DL Data before receiving a ciphered and integrity protected NAS ACK message from the UE. Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN. 
· for UP CIoT EPS Optimisation, the authentication token is not included in the current Random Access Preamble message. SA2 is not clear how the network confirms the message was received from a legitimate UE and how to activate the security for the MT-EDT payload. 

Q1: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.

Q2: SA2 asks SA3 to provide feedback on the SA2 assumptions and potential security issues for MT-EDT options discussed above.
==

3.1 MT EDT for CP CIoT Optimization with message 2 solution
The following shows the overall signal flow of MT EDT for CP CIoT Optimization with message2 solution [1]:



Figure 1 – MT EDT for CP CIoT Optimization based on message 2 solution

From the call flow, the following main points can be observed:
a) At step 10, the UE is still in EMM-IDLE mode yet a DL NAS message, with the MT data, is supposed to be received at the UE
b) At step 11, the UE should send an ACK (at the NAS layer) to confirm to the MME that the UE is the legitimate UE for which the data is intended. The MME will not delete the MT data before it is confirmed by the recipient as indicated in [2]

For MO data, a UE sends data over the control plane from EMM-IDLE mode by sending a CONTROL PLANE SERVICE REQUEST (CPSR) message that is partially ciphered. 
However, for MT data, there is currently no MT equivalent partially ciphered MO NAS message (i.e., CPSR). Introducing such message/procedure is not impossible from SA3 point of view but its system impact and feasibility should be consulted and determined by CT1 and SA2. From security point of view, it may not be desirable for network to transmit data to UE without verifying the UE as this can be exploited by attackers to force the network to send MT data over different cells. Note that in the message 2 solution, UE verification is performed after the DL NAS message is delivered to the UE (i.e., based on the NAS ACK sent by the UE in step 11). Therefore, it is not preferred to adopt the message 2 solution unless this optimization is considered essential from RAN2 WG and is feasible from CT1 and SA2 WGs.

Proposal 1: SA3 agree that MT EDT for CP CIoT optimization with message 2 solution is not preferred from security point of view unless this optimization is considered essential from RAN2 WG and is feasible from CT1 and SA2 WGs and indicate this in the LS response. 

3.2 MT EDT for UP CIoT Optimization with message 2 solution
The following shows the overall signal flow of MT EDT for UP CIoT Optimization with message 2 solution [1]:




Figure 2 – MT EDT for UP CIoT Optimization based on message 2 solution

From the call flow, the following main points can be observed:
a) At step 10, the UE is still in EMM-IDLE mode with suspend indication yet DL data is received at the UE. However, the data is not delivered via the NAS.
b) As indicated in [2], if the UE does not send the Resume ID and the corresponding token (i.e., shortResumeMAC-I) in step 6, the resumption of the connection assumes that the UE in question is the valid UE for which the MT data is intended.

For MO EDT data, a UE sends data with the Resume ID and shortResumeMAC-I that enables the (source) eNB that suspended the UE to verify the UE. However, for MT data, no UE verification is performed before the network sends data to the UE. Also, if additional RRC messages are required after step 10 for both UE verification and data ACK, there seems no signalling gain. 
Furthermore, MO EDT data is security protected using the security context in the target cell. If this principle is to be followed for MT EDT, the source eNB should derive a key (KeNB) for the target cell and provide it to the target eNB without UE verification. Additional signalling would be required to either move the context the target cell or deal with multiple requests for data at the target cell (i.e. to ensure no keytream repeat). Therefore, it is not preferred to adopt the message 2 solution unless this optimization is considered essential from RAN2 WG.

Proposal 2: SA3 agree that MT EDT for UP CIoT optimization with message 2 solution is not preferred from security point of view unless this optimization is considered essential from RAN2 WG and indicate this in the LS response.

SA2 indicated in their LS that for the MT-EDT with message 4 solution, SA2 assumes re-use of the MO EDT security procedure. In the MT EDT with message 4 solution for CP optimization, the UE sends an integrity protected CPSR in the message 3, which is exactly the same procedure as in MO EDT for CP optimizaiton. Also, in the MT EDT with message 4 solution, the UE sends a Resume Request with the shortResumeMAC-I in the message 3, which is exactly the same procedure as in MO EDT for UP optimizaiton. That means with the message 4 solution, the MT EDT has the same security properties as those of MO EDT. 
Proposal 3: SA3 agree that the SA2 asummption that the message 4 solution for both MT EDT CP optimizaiton and UP optimization can reuse the MO EDT security procedure is correct and indicate this in the LS response.
4	Detailed proposal
It is proposed that SA3 agree on the proposals and send a reply LS.
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