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1
Decision/action requested

This contribution discuss the issue raised at the previous meeting and propose possible solutions
2
References

None
3
Rationale

At the last meetings, some issue have been raised on how the security procedures could prevent some but not all cases of AMF relocation.
In general, for AMF relocation, provided the initial AMF does not send a protected NAS message to the UE then there seems to be no issue as the UE will still accept the allowed unprotected messages and the UE and network agree on security context in use on the UE, i.e. the UE is still using the security context (if it has one) indicated in the Registration Request. 
If the initial AMF (the one that received the Registration Request sent by the UE) sends a security protected message to the UE, this protected message causes the UE to drop all subsequent messages that do not pass integrity protection during the current connection. So, if the target AMF does not have the security context currently in use by the UE or a new security context derived from the current security context (e.g., due to KAMF change) then the target AMF will not be able to send a protected message to the UE. Hence the Target AMF cannot complete the Registration.
There is a second issue as follows.
If the initial AMF changes the security context that was used to protect the registration, then the target AMF will receive a registration message that is protected with a security context different to one the UE is actually using now. This may lead to integrity check failure of a Registration Accept at the UE. 
Solving the first issue require secured signalling from the initial AMF to inform the UE to revert to accepting the allowed unprotected messages. This is not introducing new state in the UE by rather sending the UE to an exisiting state, i.e the one the UE is in when leaving idle with a security context.
Solving the second issue could be achieved by the initial AMF changing the ngKSI in the Registration Request before forwarding the Registration Request to the target AMF. This has the effect of the integrity check failure of the Registration Request at the old AMF and consequently an authentication is triggered by the target AMF.
It is also worth considering sending the decrypted NAS message from the old AMF to the initial AMF to see if this reduces the number of possible cases where the issues arise.
4
Detailed proposal

It is proposed that SA3 discuss the solution above as part of making progress on the finding a solution to the AMF relocation issue raised at the last meeting.
