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1
Decision/action requested

This contribution proposes a re-wording of the requirement in key issue #4.1.
2
References

[1]
TR 33.846 v0.2.0
3
Rationale

During the discussion of Key Issue #4.1 during the previous meeting, it was commented that the requirement suggested a certain solution. This contribution proposes a re-wording of the requirement to make it less solution specific.
It also adds the use case to the scope.
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
1
Scope

The scope of this study is the following

· key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.

· key issues, potential security requirements and solutions of how to mitigate the linkability attacks
· key issues, potential security requirements and solutions of how to mitigate the impacts of potential DDoS threats due to concealing the SUPI
· key issues, potential security requirements and solution of how to mitigate the leaking of SQN values during AKA re-synchronisation. 

**** NEXT CHANGES ****
5.4.1.3
Potential security requirements

The protection of SQN during AKA re-synchronisations should prevent the leakage of SQN values.

**** END OF CHANGES ****

