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1
Decision/action requested

This paper proposes to add a new security solution to the TR 33.861 where UL EDT data multiplexed with Msg3 is integrity protected in PDCP.
2
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3
Rationale

User plane (UP) integrity protection is introduced in 5G and is configured for DRB(s) during the PDU session establishment in a PDU session granularity as specified in TS 33.501 [xx]. The user plane security activation status including the UP integrity protection activation for DRBs is stored as part of UE context at RAN and UE when UE is suspended and it is used to configure security for DRBs when UE resumes.

User plane integrity protection for LTE is being studied as Rel-16 study and is expected to be specified based the outcome of the study. From AS security protection perspective, user plane integrity protection is generating a MAC-I for a PDCP PDU that belongs to the DRB for which integrity protection is configured, using the selected integrity protection algorithm.
For DRBs for which integrity protection is configured, it is desirable to protect the integrity of PDCP PDUs that belong to those DRBs even for EDT since the same level of integrity protection of the data should be provided. This also eliminates the problems and issues in creating shortResumeMAC-I for multiple PDCP PDUs that SA3 discussed in SA3 #95 in Reno and decided to remove from Rel-15 (S3-191153, S3-191140, S3-191633, S3-191634).

Therefore, it is proposed to protect the integrity of EDT data based on the security policy stored in the AS security context.

4
Detailed proposal

It is proposed to add the security solution for UP IP of EDT in LTE PDCP to TR 33.861 [1]. 

**** START OF CHANGES ****
6.Y
Solution #Y: Security solution for UP IP in PDCP to protect UL EDT data in Msg 3
6.Y.1
Introduction

This solution addresses key issue #2: Integrity protection of small data, key issue #3: Encryption of small data and key issue #8: Key and mac size for protection of small data in this TR. 

This security solution address solution 19: 5GS UP Optimization for Infrequent Small Data Transmission in SA2 TR 23.724 [2]. This solution is to optimize small data transmission for the UEs from CM-IDLE mode. It enables transfer of user plane data without need for the Service Request procedure. According to solution 19 in SA2 TR 23.724 [2], it is proposed to keep AS context in the NG-RAN including information the UPF connection and relevant QoS flow(s) to be used for the connection, even when UE moves into CM-IDLE. When UE resumes the connection, the NG-RAN uses the information to activate DRB, AS security and User Plane connectivity over N3 for the small data packet delivery to the UPF.

In EPS/LTE Rel-15, early data transmission (EDT) feature was added to the RRC Connection Resume/Suspend procedures in eNB as specified in TS 33.401 [7]. Uplink user plane data is included as early data transmission with the RRC Connection Resume Request (msg 3). As described in TS 33.401 [7], the UE and the target eNB uses the newly derived KUPenc for ciphering/deciphering of the UL EDT data in LTE PDCP layer in the RRC Connection Resume Request message, and user DL data (if included) in PDCP layer in the RRC Connection Suspend or RRC Connection Resume message. Integrity protection of the UL EDT is not supported in Rel-15 in EPS.
This solution proposes to re-use the security solution for RRC Suspend and Resume procedures with EDT as defined in EPS/LTE Rel-15 in clause 7.2.11 in TS 33.401 [7] for E-UTRA connected to 5GC, with the following enhancements: 

· For early data transmission (EDT) in RRC (Connection) Resume Request (i.e., msg 3), the UE applies the security policy of the DRB to the EDT data. If the user plane integrity protection is activated for the DRB to which the PDCP PDU (i.e., data) belongs, the UE derives the KUPint from the KgNB/Kng-eNB of the target cell and protects the integrity of the PDCP PDU using the selected integrity protection algorithm in the AS security context. If multiple PDCP PDUs are included in the RRC (Connection) Resume Request, each PDCP PDU is integrity protected based on the security policy for the respective DRB.
6.Y.2
Solution details

6.Y.2.1
UL data transmission from CM-IDLE with Early Data Transmission
The following figure shows a single MO small data delivered from the UE using Early Data Transmission. 
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Figure 6.Y.2.1-1: Single MO data Transmission using 5GS UP Optimization and Early Data Transmission (EDT)

Figure 6.Y.2.1-1 shows the following steps:
1a.
The UE sends RRC Connection Resume Request with the UL small data included as UL EDT (Early Data Transmission) data with the RRC Connection Resume Request (Msg 3) on SRB0 and hence it is not integrity protected. The UE includes information to be used for context identification and re-establishment in the RRC Connection Resume Request message: the Resume ID and a ShortResumeMAC-I. 

For protection of the UL EDT data in the RRC Connection Resume Request message the description in clause TS 33.401 [7] for protection of EDT data is re-used with the following enhancements:

· The UE is integrity protecting the UL EDT data in PDCP protocol using a newly derived KUPint if configured in PDCP. 
· The target RAN verifies the MAC-I included in PDCP protocol protecting the UL EDT data after the target RAN has retrieved the UE security context from the source RAN. The target RAN then verifies the integrity of the UL EDT data using the newly derived KUPint 
1b.
The RAN immediately suspends the RRC connection (to minimize UE power consumption) as described in TS 23.724 [2]. 

2.
The RAN forwards the UL data received from the UE to the UPF as described in TS 23.724 [2].

3.
UE and RAN remain suspended as described in TS 23.724 [2].

6.Y.2.2
Connection Suspend procedure using the Early Data Transmission (EDT) feature

This procedure is used by the RAN to suspend the connection if 5GS UP Optimization is supported as described in solution 19 in TS 23.724 [2].
It is expected that the security solution defined in clause 7.2.11 in TS 33.401 [7] for EDT is re-used for this scenario.

6.Y.3
Evaluation

This solution proposes that the UL EDT data multiplexed with Msg 3 is integrity protected in PDCP protocol. This solution resolves key issue #2.

SA3 is currently studying UP IP in the ongoing study in TR 33.853 for Rel-16. If UP IP is introduced in LTE PDCP and RAN2 concludes to use LTE PDCP in eMTC connected to 5GC, then UL EDT data could be integrity protected in either LTE PDCP or NR PDCP. 
**** End of Changes ****
