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1
Decision/action requested

It is proposed to approve and add this conclusion to KI #4 to TR 33.861
2
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3
Rationale

There are several solutions addressing KI#4 in the present document, namely solution 6, 11, 12, 16, 17 and 19. Solution 12 and 16 provides the same functionality as the already defined NWDAF does as specified in TS 23.288[2]. Solution 16 describes existing NWDAF functionality. Solution 12 introduces a redundant entity “SF”, the rest of the solution corresponds to existing functionality.

Solution 11 relies on data gathering, which is something NWDAF does already and can therefore fulfil the same functionality. 

Solution 17 and 19 introduces non neglectable overhead to maintain the blacklist(s), in case the blacklist(s) are not properly synchronized an involuntary DoS attack is triggered on potentially correct behaving UEs.

Finally, solution 6 is also heavily based on NWDAF.

Given that all solutions addressing KI#4 only slightly deviate from the already specified NWDAF functionality it is proposed to proceed with no normative work for this KI#4 and rely on existing mechanisms. To further evolve the NWDAF’s capability to identify malicious UEs SA2 has agreed on a Rel-17 study for NWDAF and it is therefore their territory to identify misbehaving UEs.

4
Detailed proposal
***** Start of Change *****
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.2
Key Issue 2: Integrity protection of small data
Editor’s Note: This clause needs to be revisited when further requirement is added

Editor’s Note: The conclusion for mobility cases need to be added. 

Solution 1 is recommended for normative work to support integrity protection for infrequent small data transmission via NAS signaling.

7.3
Key Issue 3: Encryption of small data
Editor’s Note: This clause needs to be revisited when further requirement is added
Editor’s Note: The conclusion for mobility cases need to be added. 

Solution 1 is recommended for normative work to support encryption for infrequent small data transmission via NAS signaling.
7.4
Key Issue 9: Protection of NIDD interfaces
Solution 8 is recommended for normative work to support protection of NIDD interfaces.

Editor’s Note: This clause needs to be revisited when further related requirements are added

7.X
Key Issue 4: Signalling overload due to Malicious Applications on the UE

Since the solutions for KI#4 describe different NWDAF functionality deployment scenarios it is proposed to proceed with no normative work for this KI and rely on existing mechanisms.

It is concluded that for KI#4 no normative work is needed for Rel-16.

***** End of Change *****
