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1
Decision/action requested

SA3 is kindly asked to approve the proposed threats and requirements for key issue #2 in TR 33.848.
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References
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3GPP TR 33.848 v0.2.0, Study on Security Impacts of Virtualisation
3
Rationale

As a general proposal, when analysing the threats for the SIV study, it is preferable to focus on virtualized 3GPP Network Functions as the objects being targeted by attackers. The threats on other VNFs for general purpose (non-3GPP NFs) can be discussed to assist the threat analysis on virtualized 3GPP NFs but are not necessarily used to derive potential security requirements in TR 33.848.
This pCR proposes some updates to the threats and the requirements for key issue #2.
4
Detailed proposal

*************** Start of the Change ****************

5.3

Key Issue 2: Confidentiality of sensitive data  

5.3.1
Key issue detail

Certain 3GPP NFs will hold sensitive data, which should not be available to other NFs or which should only be made available in a specific set of circumstances.  For example, TS 33.501 [6] includes the requirement that long-term keys shall never leave the secure environment of the UDM/ARPF.

To have the same level of confidence in the confidentiality of sensitive data when stored in a VNF as when it is stored on physically separated hardware it is necessary to consider new threat vectors.  For example, the long-term keys in a virtual UDM/ARPF could be stolen by an attacker with root access to the virtualisation layer.  Alternatively, cache side-channel attacks as in [7] might allow the operator of a VNF sharing resources to recover data.

5.3.2
Security threats

Without appropriate protection, cryptographic keys or other security critical data of a virtualized 3GPP NF could be stolen by an attacker with access to the virtualisation layer.

Without appropriate protection, sensitive material of a virtualized 3GPP NF of one operator could leak to VNFs of other operators  running on the same virtualisation layer.

5.3.3
Potential security requirements

It shall be possible to ensure that sensitive information of a virtualized 3GPP NF is not exposed through the shared virtualization layer.
*************** End of the Change ****************

