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1
Decision/action requested

It is proposed to approve the updates of Solution #15 for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835: " Study on authentication and key management for applications; based on 3GPP credential in 5G", v 0.5.0
 3
Rationale

This contribution proposes the following changes to solution #15 description evaluation:

·   Removal of the clause 6.15.1.1. since the contents is redundant with the added evaluation clause

·  (editorial) Renumbering of following clause due to the removal of 6.15.1.1.

· (editorial) update of Figure 6.15.1.2-2 (KAKMA child to KAUSF) to add missing labels (“HPLMN”, “Serving Network”)

·   Removal of Editor’s Note in clause 6.15.2.1 about the derivation of KAKMA from EMSK. The way KAKMA is derived from EMSK is subject to normative work and therefore the Editor’s Note should be removed. 
·   Removal of the Editor’s Note in the evaluation with respect to on-demand versus pre-generated keys. Solution #15 is general solution that does not address these aspects as these are subject to normative work. Therefore, the Editor’s Note should be removed.  
·   Update on the evaluation clause of the solution 
·   Removal of the Editor’s Note in the evaluation clause that the evaluation is preliminary
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].
***
BEGIN CHANGE
***

6.15
Solution #15: Implicit Bootstrapping 

6.15.1
Introduction







· 
· 
· 
· 

· 
· 
· 
· 
· 
· 
· 
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· 
· 
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This solution addresses the key issue #3 (mutual authentication).

To save roundtrips for the bootstrapping, the AKMA anchor key could be generated at the time of primary authentication. It could configurable whether the AKMA key is generated or not depending on operator settings. The solution does not address whether the AKMA key is derived as part of the primary authentication in any case (pre-generated option) or when there is a need by AKMA to generate KAKMA (on-demand option).  The details of the on-demand versus pre-generated key options are subject to normative work.
Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA.

The AKMA anchor could be either the AUSF or a separate entity, here named AKMA Anchor Function, AKAF. Or it could be two entities co-located for convenience. 

The AKMA anchor key, KAKMA could be derived either as a sibling (Figure 6.15.1.2-1) or child key (Figure 6.15.1.2-2) in relation to KAUSF.

The different options above are analysed in this solution. 
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Figure 6.15.1.2-1 KAKMA sibling to KAUSF
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Figure 6.15.1.2-2 KAKMA child to KAUSF
This solution only applies to the derivation of the anchor key KAKMA. 

Application keys are derived as described in TS  33.220 [2]. 
The preferred option for deriving KAKMA is the child key option as it does not have any impact on the UDM.
6.15.2
Solution details
6.15.2.1
Authentication using EAP-AKA’

The procedure for EAP-AKA' defined in clause 6.1.3.1 of  TS 33.501 [10] is the following. “The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448[12] and Annex F. The AUSF uses the most significant 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6.”
The proposed addition to the statement above for KAKMA is the following.  

KAKMA is derived from EMSK. The way KAKMA is derived from EMSK is subject to normative work.

This solution corresponds to the key hierarchy where the KAUSF and KAKMA are sibling keys. 

However, this solution causes some problems if the AKMA key needs to be refreshed without performing a primary authentication, see 6.15.3.3.

Another option is to go for the hierarchy option where the KAKMA is a child key to KAUSF. In this case, KAKMA will be a sibling key to KSEAF and it can be derived similarly as KSEAF for example using another FC value and a counter value (to be used for re-fresh, see 6.15.3.3). 

6.15.2.2
Authentication using 5G AKA

For 5G AKA, the KAUSF is derived by the UDM (not by AUSF as in EAP-AKA´). Hence the UDM would be appropriate for derivation also of the KAKMA. Here there is no straight forward solution as for EAP-AKA´. One possible solution is to derive KAKMA similar to KAUSF but using another FC value. 

This solution corresponds to the key hierarchy where the KAUSF and KAKMA are sibling keys. 

However, this solution also causes some problems if the AKMA key needs to be refreshed without performing a primary authentication, see 6.15.3.3.

As for EAP-AKA´, we could instead derive KAKMA as a child key to KAUSF. 

6.15.2.3
AKMA key refresh

A new primary authentication also derives a new AKMA key, but application keys can continue to exist (see key issue #12 Key life-times).

If the new authentication fails, the AKMA key shall be revoked (see separate key issue #14).

The solutions with sibling keys do not support re-fresh of KAKMA without a primary authentication. To solve this, it could be possible to use the other key hierarchy option and derive KAKMA from KAUSF. This way, the refresh of KAKMA might be possible by a separate procedure creating some freshness parameters to the derivation of KAKMA. This could be a sequence number held by the AKAF and or AUSF. 
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Figure 6.15.2.3-1 AKMA key refresh 

This refresh procedure is applicable regardless of which options is used for the primary authentication (EAP-AKA´ or 5G AKA). 

The AKMA key also needs to be refreshed in the UE. This requires some synchronisation between the UE and the AKAF or between UE and AUSF.  Alternatively, the synchronisation needs to be rely on both entities having synchronised time and that they choose to refresh the AKMA key when its lifetime approached its end. In Figure 6.15.3.3-2 an alternative where key refresh is signalled from AKAF to UE is shown. How this signalling is to be made is TBD.
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Figure 6.15.2.3-2 Signal key refresh to UE

6.15.3
Evaluation



The solution addresses key issue KI#3 (Mutual authentication) since it proposes procedures to address mutual authentication between UE and the AKMA anchor function (AKAF) by re-using the results of the primary authentication. The solution works regardless if the primary authentication uses EAP-AKA' or 5G AKA. 

The solution outlines two main options for the derivation of the AKMA anchor key with respect to the KAUSF, the sibling option and the child option. The preferred option for the KAKMA key derivation is the child solution as it does not have any impact on the UDM. The details of the on-demand (pull) versus pre-generated key (push) options are subject to normative work.
Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA. With this solution there is no need for a separate and specific AKMA authentication.
The child option for the derivation of KAKMA involves only the AUSF for both 5G AKA and EAP-AKA'. The advantage of the KAKMA being the child key with respect to KAUSF, is that the KAKMA can be derived from the existing KAUSF using the procedure proposed in this solution, without the need for a new primary authentication run. One of the drawbacks of the child key option is that KAUSF is already used for other purposes (such as Steering of Roaming (SoR) as described in TS 33.501[10]). 
For the options on AKAF being a separate entity or not, the advantage of the AKAF being a separate unit is to separate it from the authentication functions, since the AKAF will also have interfaces to external application servers. However, if it is a separate unit, the interface between AUSF and AKAF must have integrity and confidentiality protection for the transfer of AKMA keys.

The solution has impact on the following entities:

· UDM

· New parameter keeping track of AKMA key is to be derived by AUSF

· Potentially communicate AKMA usage to AUSF and UE (unless it is statically configured)

· AUSF

· Store the KAUSF after the completion of the primary authentication

· Derive KAKMA from KAUSF and parameters

· Transfer KAKMA, sequence number and ID to AKAF 

· Support key refresh procedure

· AKAF

· Receive and store KAKMA, counter and ID

· Support key refresh procedure using counter

· Derive application keys on request from AFs

· UE

· Derive AKMA key 

· Support key refresh procedure 
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