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Decision/action requested

It is requested to endorse the proposal.
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Rationale

We got an LS from SA2, i.e., S2-1908629 on MT-EDT (Mobile-terminated Early Data Transmission). 

Based on the message that carries the MT-EDT payload, two solutions are mentioned. One of them uses msg4, while other uses msg2. 
We present security aspects of both solutions below.
(1) MT-EDT with msg4: 

(1.1) CP CIoT EPS Optimisation:
(1.1.1) SA2's assumption is valid. For this case, the existing NAS security mechanisms applicable for MO-EDT, as defined in 33.401 (Clause 8), can be reused. It means that existing NAS security context can be used to protect the MT-EDT payload in msg4.

(1.2) UP CIoT EPS Optimisation:
(1.2.1) SA2's assumption is valid. For this case, the existing AS security mechanisms applicable for MO-EDT, as defined in 33.401 (Clause 7.2.11), can be reused. It means that new AS security context (KeNB* based on the NCC value provided during previous suspension) can be used to protect the MT-EDT payload in msg4.
(1.2.2) Further, mind that it is possible to protect the MT-EDT payload in msg4 even for those UEs who do not receive the NCC value provided during previous suspension. These UEs get NCC value in msg4. The msg4 is integrity protected with new AS context (KeNB* based on the NCC value in msg4). Therefore, the new AS context can also be used to protect the MT-EDT payload in msg4 itself.
(2) MT-EDT with msg2:

(2.1) CP CIoT EPS Optimisation:

(2.1.1) SA2's assumption is valid. The MT-EDT payload cannot be deleted by the network before successfully verifying an integrity protected ACK message from the UE. Otherwise, successful delivery of data cannot be confirmed.
(2.1.2) For this case, the existing NAS security mechanisms, as defined in 33.401 (Clause 8), should be sufficient. It means that existing NAS security context can be used to protect the MT-EDT payload in msg2.
(2.1.3) Furthermore, we believe that the network should limit the distribution of MT-EDT payload. In other words, the network should ensure that the MT-EDT payload is not distributed to eNBs other than the ones that receive the S1 paging. Otherwise, the payload is unnecessarily available to many entities in the network.
(2.2) UP CIoT EPS Optimisation:

(2.2.1) For this case, as before, the MT-EDT payload cannot be deleted by the network before successfully verifying an integrity protected ACK message from the UE. Otherwise, successful delivery of data cannot be confirmed.
(2.2.2) Further, we have understood that there is a general agreement in RAN2 that the msg2 will contain an RRC message.

(2.2.3) For this case, the existing AS security mechanisms applicable for MO-EDT, as defined in 33.401 (Clause 7.2.11), should be applicable in general. It means that existing AS security context can be used to protect the MT-EDt payload in msg2. However, we expect that some additional steps would be required in the network to allow for context transfer without the msg3 first being sent by UE. 
(2.2.4) Further, we believe that any new design should consider integrity protection from start. Therefore, we propose to require that the MT-EDT payload is also somehow integrity protected.

(2.2.5) Futhermore, as before, we believe that the network should limit the distribution of MT-EDT payload. 
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Detailed proposal

Based on the above rationale, we prose to send a reply LS as proposed in S3-192857.
