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Decision/action requested

This is a discussion paper for study on user plane security termination point in 5GC.
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Rationale
Some new features provided by the 5G, e.g. high transmission speed, high reliability, low latency, network slicing, etc. are very attractive to the vertical industries. Many vertical industries are considering replacing their private networks with 5G network slicing capabilities.
As operators begin to deploy 5G networks, some vertical industries have signed contracts with operators to lease their 5G network slicing capabilities to achieve their business.
However, these vertical industries have a common security requirement: within their rented network slices, data communication should be end-to-end secure between UE and core network. This requirement has also been captured by SA1. In 3GPP TS 22.261: "Service requirements for the 5G system", there is a security requirement described as follows:

The 5G system shall provide suitable APIs to allow use of a trusted 3rd party provided encryption between any UE served by a private slice and a core network entity in that private slice. 
This security requirement specifies that the transmission data between the UE and the core network can be encrypted.
If 3GPP can provide a standardized solution, it will bring great convenience to operators, equipment manufacturers and vertical industries. On the other hand, standardized solutions may provide more stable and reliable security features than private solutions.
The goal of this contribution is to seek the endorsement from SA3 to study potential solutions for end-to-end security between the UE and the core network.
The contribution provides some clarification on the proposed SID in clause 4, e.g. what is the impact to the existed architecture.

This contribution also analyzes some 3GPP technologies that may be relevant to this SID.
This contribution also analyzes some 3GPP related technologies.
4
General questions and answers about this new SID proposal
Is this proposed security mechanism to replace existing security mechanisms?
No, the proposed security mechanism is not to replace existing security mechanisms.

The proposed security mechanism will be built on existing security mechanisms.
Will this new security solution be mandatory?
No, this new security solution will be optional.

Will this new security solution have any impact on the base station?
No, this new security solution will not have any impact on the base station.
At which layer will this new security solution be implemented?
The following protocol stack gives an example of a solution. A new user plane security may be implemented right above the SDAP layer of UE and the GDP-U layer of core network. The specific solution used to implement this security layer will be discussed in the SID. The possible protocol stack for user plane security termination to User Plane Function (UPF) is shown in Figure 1.
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Figure 1: User-plane security protocol stack
Will this new security solution have any impact on the RAN?
No, this new security solution will not have any impact on the RAN.
Will this new security solution have any impact on the core network?
Yes, this new security solution will have impact on the core network. How much impact it has on the core network will depend on the security solution chosen.
Will this new security solution have any impact on the Lawful interception?
In the case of non-roaming scenario, this solution will not have impact on lawful interception.

In the case of roaming scenario, this solution will not have impact on lawful interception if the termination at VPLMN.

In the case of roaming scenario, this solution will have impact on lawful interception if the termination at HPLMN.

5
Discussion on some existed security solutions
Question 1: Can the technology of separation of CU-CP and CU-UP be used to implement user plane security termination point in 5GC?
Overall architecture for separation of gNB-CU-CP and gNB-CU-UP
The overall architecture for separation of gNB-CU-CP and gNB-CU-UP is described in [2], which is depicted in Figure 2.

-
A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs;

-
The gNB-CU-CP is connected to the gNB-DU through the F1-C interface;

-
The gNB-CU-UP is connected to the gNB-DU through the F1-U interface;

-
The gNB-CU-UP is connected to the gNB-CU-CP through the E1 interface;

-
One gNB-DU is connected to only one gNB-CU-CP;

-
One gNB-CU-UP is connected to only one gNB-CU-CP;

-
One gNB-DU can be connected to multiple gNB-CU-UPs under the control of the same gNB-CU-CP;

-
One gNB-CU-UP can be connected to multiple DUs under the control of the same gNB-CU-CP;
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Figure 2: Overall architecture for separation of gNB-CU-CP and gNB-CU-UP 
CP-UP separation scenarios
Basic CP-UP separation: scenarios are described in [3].

Scenario 1: CU-CP and CU-UP centralized is depicted in Figure 3.
Scenario 2: CU-CP distributed and CU-UP centralized is depicted in Figure 4.

Scenario 3: CU-CP centralized and CU-UP distributed is depicted in Figure 5.
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Figure 3: CU-CP and CU-UP centralized
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Figure 4: CU-CP distributed and CU-UP centralized
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Figure 5: CU-CP centralize and CU-UP distributed

Benefits of CP-UP separation
The technology of CP-UP separation permits gNB-CU-CP and gNB-CU-UP are deployed in different physical nodes. Among of them, the CU-CP and CU-UP parts may be located in one common or separated central entities, for example implemented through cloud technologies.
Some benefits for the separation of CU-CP and CU-UP are:

-
Flexibility to operate and manage complex networks, supporting different network topologies, resources, and new service requirements;

-
Alignment with SDN concept that would result in a functional decomposition of the radio access, based on a partial de-coupled architecture, between user and control plane entities and on network abstractions;

-
Support of multi-vendor interoperability (e.g., CU-CP and CU-UP could be provided by different vendors).

-
The gNB deployment with separate CU-CP and CU-UP provides the possibility of optimizing the location of different RAN functions based on the scenario and desired performance.

-
Support of radio resource isolation and improving resource utilization for network slicing.

User plane protection analysis
In the case where the device is deployed in the cloud, the user plane security is equivalent to termination at the 5GC.

However, the separation of CU-CP and CU-UP is optional. Some operators may not use this technology at all. Even if the operator uses the separation of CU-CP and CU-UP, it does not mean that all CU-UP components are deployed in the cloud. Therefore, the separation of CU-CP and CU-UP does not always provide security similar to the user plane security termination point at the CN.
Question 2: Can the technology of Mission Critical Push To Talk (MCPTT) be used to implement user plane security termination point in 5GC?

Business relationships for MCPTT
In 3GPP TS 23.179 [4] the MCPTT service is described as follows:

The MCPTT service supports communication between several users (i.e. group call), where each user has the ability to gain access to the permission to talk in an arbitrated manner. The MCPTT service also supports private calls between two users. 

Business relationships that exist and that are needed to support a single MCPTT user is shown in Figure 6. 
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Figure 6: Business relationships for MCPTT

MCPTT security architecture
In 3GPP TS 23.179 [4] the MCPTT service is described as follows:

The MCPTT service supports communication between several users (i.e. group call), where each user has the ability to gain access to the permission to talk in an arbitrated manner. The MCPTT service also supports private calls between two users. 

In 3GPP TS 33.179 [5] the MCPTT security is described as follows:

The MCPTT security architecture provides signalling and application plane security mechanisms to protect metadata and communications used as part of the MCPTT service.

MCPTT signalling plane security protects the interfaces used by the MCPTT application. MCPTT Signalling plane security architecture is depicted in Figure 7. MCPTT signalling from the UE is passed over both HTTP and SIP which are protected by TLS or IPSec.
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Figure 7: Signalling plane security architecture

Application plane security provides protection both between MCPTT clients, between the MCPTT client and the MCPTT domain, and also between MCPTT domains. Application plane security architecture includes user authentication and authorization, application plane signalling security and media security.
The architecture for user authentication and authorisation is shown in Figure 8. 
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Figure 8: User authentication and authorisation

The architecture for application plane signalling security is shown in Figure 9.
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Figure 9: Application plane signalling security
An overview of how media is protected for group communications is shown in  Figure 10 provides
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Figure 10: Group media protection
User plane protection analysis
MCPTT security provides security for group communication or end-to-end communication between UEs and UE and application servers. Basically, MCPTT security is an application layer security mechanism. It does not involve data protection between the UE and the core network.
Observation 1: Conclusion

Based on the analysis of Question 1 and Question 2, these existing security solutions cannot meet the goals of the SID.
6
Detailed proposal

General proposal

It is proposed to consider a new study item on user plane security termination points in 5GC as an optional feature in R-17.
SID objective proposal

Proposal 1:

The proposed objectives of this study are as follows:

-
Study key issues and identify the security requirements for supporting user plane security termination point in 5GC.
-
Identify the potential solutions to cover these security requirements.
NOTE 1: 
The potential solutions shall meet LI requirements.
Both non-roaming and roaming scenarios will be considered.
This study shall not have any impact on the RAN and the existing security solutions.

Any solution to this SID is not mandatory for a 5G deployment.

Architectural implications for SA2 and other WGs will be coordinated with those WGs.

Proposal 2:

The proposed objectives of this study are as follows:

-
Study key issues and identify the security requirements for supporting user plane security termination point in 5GC.
-
Identify the potential solutions to cover these security requirements.
NOTE 1: 
The potential solutions shall meet LI requirements.
Only non-roaming scenario will be considered.
This study shall not have any impact on the RAN and the existing security solutions.

Any solution to this SID is not mandatory for a 5G deployment.

Architectural implications for SA2 and other WGs will be coordinated with those WGs.
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