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1
Decision/action requested

This pCR proposes content for the TR.xxx [1] to describe the security assumptions related to the support of the subscription privacy feature in relation to the deployment of ARPF and UDR.  
2

References

[1]

S3-192515, TR 33.xxx, Storage of Secure Parameters in a 5G system
3
Introduction
In a recent conference call (July 18th), it was proposed to use a new TR as the base for discussions related to the security for the storage of authentication parameters in the home network. 

S3-192515 [1] contains a first draft of such TR. The TR includes a section to discuss security assumptions related to Subscription privacy. 

This pCR proposes to describe the security assumptions related to the support of the subscription privacy feature in relation to the deployment of ARPF and UDR. 
4
Proposal

It is proposed to agree the following changes to 3GPP TS 33.xxx.
* * * First Change * * * *


References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[x1]
3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
* * * Next Change * * * *

4.5
Privacy


3GPP TS 33.501 [x1] defines a mechanism for subscription identifier privacy over-the-air. It uses the SUCI which is a privacy preserving identifier generated at the UE and containing the concealed SUPI, using a Home Network Public Key securely provisioned in the USIM and in control of the home network. 
In the network side, the SIDF (Subscription Identifier De-concealing Function) is responsible for de-concealment of the SUCI using a Home Network Private Key. The SIDF is a service offered by UDM and holds the Home Network Public Key Identifier(s) for the private/public key pair(s) used for subscriber privacy. 

The Home Network Private Key used for subscriber privacy is protected from physical attacks in the UDM: TS 33.501 section 6.2.2.1, specifies that "the ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI".
A private/public key pair can be used for the de-concealment of a group of SUPIs. Therefore, storage of the Home Network Public Key Identifier(s) and the corresponding Home Network Private Key in the UDM/SIDF/ARPF still does not add state to the UDM/SIDF/ARPF.
* * * Next Change * * * *

