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1
Decision/action requested

This pCR proposes content for the TR.xxx [1] to describe the different deployment options for ARPF in relation to UDR, UDM and HSS/AuC.  
2

References

[1]
S3-192515, TR 33.xxx, Storage of Secure Parameters in a 5G system
3
Introduction
In a recent conference call (July 18th), it was proposed to use a new TR as the base for discussions related to the security for the storage of authentication parameters in the home network. 

S3-192515 [1] contains a first draft of such TR. 
It is proposed to include a section in this TR to describe the different deployment models for ARPF. It is proposed to describe the deployment models for ARPF considering the following aspects: 

- 
Current Rel-15 architectural decision in TS 33.501 that defines the ARPF as a function provided by the UDM. 

- 
Possibility for the UDM to be deployed as a fully stateless NF, where subscription data (including the subscription credentials) is stored in the UDR. 

- 
Coexistence with Authentication vector generation functions in other domains (i.e. HSS/AuC). 

4
Proposal

It is proposed to agree the following changes to 3GPP TS 33.xxx.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[x1]
3GPP TS 23.632: "User Data Interworking, Coexistence and Migration".
[x2]
3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[x3]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[x4]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".

[x5]
3GPP TS 33.203: "3G security; Access security for IP-based services". 

[x6]
3GPP TS 33.220: "3G security; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 

[x7]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2"

* * * Next Change * * * *

4.X
Models for ARPF deployment

4.X.1
General

This clause describes the different deployment models for ARPF considering the following aspects: 

- 
Existing architectural decision in TS 33.501 [x2] that defines the ARPF as a function provided by the UDM. 
- 
Deployment of the UDM as a fully stateless NF, where subscription data (including the subscription credentials) is stored in the UDR. Stateful deployment options where subscription credentials are stored within the UDM/ARPF are depicted but these do not require any further analysis within the scope of this TR. 
- 
Coexistence with Authentication vector generation functions in other domains (i.e. HSS/AuC). 
4.X.2
ARPF deployment options in 3GPP TS 33.501 and TS 23.501
In TS 33.501 [x2], the ARPF is defined as a function to be provided within the UDM. 
For interworking with EPC (and IMS), in TS 23.501 [x7], the HSS and the UDM are also defined as a combined NF, i.e. HSS+UDM where interactions between the HSS and the UDM are not specified. The HSS also includes the function to generate authentication vectors in EPS, IMS, GBA and 2G/3G domains; i.e. the AuC. 
The HSS+UDM may be deployed as a stateful or stateless NF. 

Figure 4.X.2-1 shows the ARPF deployment option when the HSS+UDM is deployed as a stateful NF and subscription credentials are stored within the HSS+UDM (i.e. within the AuC+ARPF).
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Figure 4.X.2-1: Stateful ARPF deployment 
Figure 4.X.2-2 shows the ARPF deployment option when the HSS+UDM is deployed as a stateless NF and subscription credentials are stored in the UDR (i.e. EPS + 5GS UDR).
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Figure 4.X.2-2: Stateless ARPF deployment 
4.X.3
ARPF deployment options in UDICOM

TS 23.632 [x1], defines the Stage 2 architecture, procedures, flows and Network Function Services for User Data Interworking, Coexistence and Migration (UDICOM) between the 5G System and EPS (and IMS). 

In the context of UDICOM, HSS and UDM are defined as separate NFs interacting with each other using SBA based interactions over a new Nxx reference point. However, since the subscription credentials shall only be stored centralized in one single place within the system, the UDICOM TS 23.632 [x1] defines various options for the generation of authentication vectors. 

Editor’s Note: The Nxx reference point between the HSS and UDM defined in TS 23.632 [x1] has not been assigned a formal number yet.  

Figure 4.X.3-1 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the UDM/ARPF.
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Figure 4.X.3-1: Stateful ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [x1]) 
Figure 4.X.3-2 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within the 5GS-UDR.
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Figure 4.X.3-2: Stateless ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [x1])
In these cases (stateful and stateless ARPF+AuC deployment in UDM), the HSS requests authentication vectors for EPS/IMS/GBA-AKA to the UDM via the new UDICOM Nxx reference point using Nudm services. The UDM does not only support the ARPF functionality but also acts as AuC to generate authentication vectors as defined in 3GPP TS 33.401 [x3], 3GPP TS 33.402 [x4], 3GPP TS 33.203 [x5] and 3GPP TS 33.220 [x6].

Figure 4.X.3-3 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the HSS/AuC instead.
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Figure 4.X.3-3: Stateful AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [x1])
Figure 4.X.3-4 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are kept within the EPS-UDR.
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Figure 4.X.3-4: Stateless AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [x1])
In these cases (stateful and stateless AuC+ARPF deployment in HSS), the UDM requests authentication vectors for 5G-AKA or EAP-AKA’ to the HSS via the new UDICOM Nxx reference point using Nhss services. The HSS does not only support the AuC functionality but also acts as ARPF to generate authentication vectors as defined in 3GPP TS 33.501 [x2]. 
Editor's Note: The collocation of ARPF within HSS/AuC conflicts with TS 33.501 which states that the ARPF is a function located within the UDM. SA3 needs to confirm if this ARPF deployment option can be allowed in Release 16 onwards. Dependencies with SIDF functionality in UDM when ARPF is not provided by the UDM need to be checked as well.

Finally, Figure 4.X.3-5 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within a common EPS+5GS-UDR.
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Figure 4.X.3-5: Stateless ARPF deployment in UDM according to UDICOM (TS 23.632 [x1]
In this case, the ARPF is function provided by the UDM while the AuC remains as a function provided by the HSS. HSS/AuC and UDM/ARPF generates authentication vectors for their respective domains accessing to the subscription credentials stored in the common EPS+5GS UDR. The UDICOM Nxx reference point is not used for authentication vector retrieval but it is still required to fulfil HSS and UDM interworking related to other use cases (e.g. intersystem mobility).    
* * * End of Changes * * * *

_1626512166.vsd
(ARPF) UDM


Subscription Credentials


+


(AuC)
HSS



_1626512195.vsd
Subscription Credentials


EPS 
UDR



_1626512208.vsd
Subscription Credentials


EPS 
UDR



_1626512232.vsd
Subscription Credentials


EPS 
UDR



_1626512181.vsd
(ARPF + AuC) 
UDM


Subscription Credentials


HSS



_1626512153.vsd
(ARPF) UDM


Subscription Credentials


+


(AuC)
HSS



_1626512114.vsd
UDM


Subscription Credentials


(AuC + ARPF) HSS



