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1
Decision/action requested

Approve the proposed evaluation of Solution #7 of TR 33.807.
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3
Rationale

Solution #7 (Key separation for untrusted and trusted access) of the study in TR 33.807, [1], addresses the key issue #15 about key separation for non 3GPP access node keys. This document proposes an evaluation of the solution.

4
Detailed proposal

********START OF CHANGES********
6.7.3
Evaluation


This solution addresses the key issue #15 (N3GPP Key Separation). The requirement of KI#15 states: 

"The key used for IPsec protection and between UE and TNAP shall be cryptographic separated."

This solution introduces two new keys, KTIPSec and KTNAP_Root. The key KTIPSec is used to setup the IPSec SA between the UE and TNGF while the key KTNAP_Root is used to derive WLAN keys used between the UE and the access point, TNAP. 
These two keys are separated by introducing a new key derivation (details to be specified during normative work) based on the use of separate FC values to get cryptographic separation. 

Hence, the solution fulfils the requirement of KI#15. 

********END OF CHANGES********
