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1	Decision/action requested
The target of the discussion is to explain a problem in the procedure of the secondary authentication and give the solution. 
2	References
[1] TS 23.502 Procedures for the 5G System
[2] TS 33.501 Security architecture and procedures for 5G system 

3	Rationale
3.1	Problem Description
In the procedure of secondary authentication in 11.1.2 of 33.501, in step8, when SMF trigger EAP authentication, the SMF notifies the DN-AAA server with some information (e.g., GPSI, IP/MAC). However, the UPF is selected and an N4 Session between them is established in step11. So messages may not be forwarded from SMF to DN AAA server in step 8 until step 11 and step 12 if there is no existing N4 session.

In the procedure of Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment shown in 4.3.2.3 of TS 23.502, before the secondary authentication, if there is no existing N4 session that can be used to carry DN-related messages between the SMF and the DN, the SMF selects a UPF and triggers N4 session establishment first. After a successful secondary authentication, the SMF notifies the DN-AAA with the IP/MAC address(es) and/or with N6 traffic routing information allocated to the PDU Session together with the GPSI.

8. The H-SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. The H-SMF notifies the DN-AAA server with the GPSI, if available, and the IP/MAC address of the UE allocated to the PDU Session and the MAC address if the PDU session is of Ethernet PDU type. 
9. The H-SMF shall send an EAP Request/Identity message to the UE.
10. The UE shall send an EAP Response/Identity message contained within the SM PDU DN Request Container of a NAS message. The SM PDU DN Request Container includes its DN-specific identity complying with Network Access Identifier (NAI) format and PDU session ID.
To avoid the additional round-trip in steps 9 and 10, the secondary authentication identity may be sent by the UE in step 4.
11. The H-SMF selects a UPF and establishes an N4 Session with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF. The H-SMF identifies the DN AAA server based on the SM PDU DN Request Container provided by the UE and on local configuration.
12. The UPF shall forward the SM PDU DN Request Container containing EAP Response/Identity message to the DN AAA Server.

3.2	Proposed Solution 
There could be two ways to modify the procedure in order to solve this problem.
The first way is to find or establish N4 session before step 8.
The second way is to send the information after step 11 
The IP/MAC is important information of UE. It’s better to notify them to DN after the secondary authentication is successful.
The proposed solution is as following.

8. The H-SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. The H-SMF notifies the DN-AAA server with the GPSI, if available, and the IP/MAC address of the UE allocated to the PDU Session and the MAC address if the PDU session is of Ethernet PDU type. 
9. The H-SMF shall send an EAP Request/Identity message to the UE.
10. The UE shall send an EAP Response/Identity message contained within the SM PDU DN Request Container of a NAS message. The SM PDU DN Request Container includes its DN-specific identity complying with Network Access Identifier (NAI) format and PDU session ID.
To avoid the additional round-trip in steps 9 and 10, the secondary authentication identity may be sent by the UE in step 4.
11. If there is no existing N4 session, tThe H-SMF selects a UPF and establishes an N4 Session with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF. The H-SMF identifies the DN AAA server based on the SM PDU DN Request Container provided by the UE and on local configuration.
12. The UPF shall forward the SM PDU DN Request Container containing EAP Response/Identity message to the DN AAA Server.
…
19. The AMF forwards NAS SM PDU Session Establishment Accept message along with EAP Success to the UE as described in steps 12 and step 13 of Figure 4.3.2.2.1-1 in TS 23.502 [8].
20.If requested so or if configured so by local policies, the SMF notifies the DN-AAA with the IP/MAC address(es) and/or with N6 traffic routing information allocated to the PDU Session together with the GPSI.

4	Detailed proposal
SA3 is kindly requested to accept the accompanying CR (S3-192794).

