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1 Decision/action requested 
This contribution discusses conclusion of mitigation of DDoS attack.
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Conclusion for KI#4

3 Rational
3.1 Introduction

The contribution has a discussion on mitigation of DDoS attack triggered by malicious UEs, and proposes to draw a conclusion for both KI#4.
3.2 What is the difference between KI#4 and KI#5?
For KI#4, the malicious UEs are triggering a DDoS attack to the external AF with application layer. For CIoT CP UE, the malicious data flow is included in RRC piggybacked NAS signalling, and goes through RAN, AMF, SMF, UPF, to AF. For CIoT UP UE, the malicious data flow is sent with RRC signalling, and goes through RAN, UPF, to AF. Since NWDAF could collect related information from AMF, SMF, AF, the NWDAF could capture the malicious DDoS behaviour according to UE’s normal behaviour and current behaviour as depicted in TS 23.288 [1].
For KI#5, the malicious UEs are triggering a DDoS attack with RRC signalling directly, the target is just for RAN, and the RAN terminates the RRC signalling. NWDAF cannot collect the information from the RAN, so, the NWDAF is unaware of the attack. However, RAN is able to detect DDoS attack according to signalling statistical data based on implementation.
Observation 1: The main difference for KI#4 and KI#5 is whether the DDoS attack can be captured by the NWDAF. For key issue #4, the malicious data flow goes through the operator network, and the NWDAF could capture the attack. For key issue #5, the malicious data flow terminates on the RAN, and the NWDAF cannot be aware of the attack. The contribution focuses on DDoS attack mitigation using NWDAF, i.e. key issue #4.
3.3 Why current overload control mechanism cannot handle DDoS attack?
DDoS attack on RAN or AMF may make those NFs overload (e.g. CPU usage is over 80%), current overload mechanism may be used.
However, we find that current overload control mechanisms may kill good guys, and leave bad guys.
For example, if the large number of the CIoT CP UEs are triggering DDoS attack, the malicious flows are included in NAS message, and may make the AMF signalling overloaded, the AMF may initiate Control Plane data specific NAS level congestion control as depicted in 5.19.7.6 in TS 23.501 [2]. However, there are some limits:

1. The mechanism is to apply a back-off timer for all the CIoT CP UEs, cannot distinguish normal and abnormal UEs. So, if some misbehaving CIoT CP UEs make AMF overload, the mechanism may impact all the CIoT CP UEs’ access, which is a kind of DoS attack for normal CIoT CP UEs. 
2. If those misbehaving UEs are still in CONNECTED, the mechanism is useless because the mitigation is available only when the UE initiates Registration or Service Request from IDLE to CONNECTED. But UEs in CONNECTED are sending ESM Data Transport message.
Moreover, if the large number of the CIoT UP UEs are triggering DDoS attack, the malicious flows are sent with RRC message, and may make the RAN signalling overloaded, the RAN may initiate Unified Access Control as depicted in 5.19.7 in TS 38.331 [3]. Similar with NAS level congestion control, there are some limits:

1. The mechanism also cannot distinguish normal and abnormal UEs, and may impact both good guys and bad guys, which is a kind of DoS attack for good guys.
2. The mechanism cannot handle bad guys who is in CONNTECTED neither. 
Note that if a UE is compromised by the attacker to trigger DDoS attack, it may be always in CONNECTED, because the UE may consequently send the attack flow.

Observation 2: Current overload control mechanism on the RAN or AMF may kill good guys, and leave bad guys. Because: a) the mechanism cannot distinguish normal and abnormal UEs, the normal UEs may be impacted, which is a kind of DoS attack to normal UEs. b) The mechanism has limited effect to mitigate the DDoS attack, because the mechanism cannot handle the misbehaving UEs who are in CONNECTED. However, if a UE is compromised by the attacker to trigger DDoS attack, it may be always in CONNECTED.
3.4 How to enhance current overload control mechanism?
If we could identify misbehaving UEs, we may enhance current overload control mechanism to control specific misbehaving UEs.
NWDAF could identify the UE’s misbehaving behaviour according to UE’s normal behaviour and current behaviour using AI, especially, if the detection algorithm is good enough, it is able to predict the misbehaving behaviour. It will be more accurate and quicker to identify a misbehaving UE. 
The NWDAF may notify other NFs the detection result. With the detection result, the overloaded NFs could control the specific misbehaving UEs when it is overload, e.g. the AMF could release misbehaving UE’s PDU session to release their SM context, and reject the specific UE’s NAS Request based on current overload control mechanism; the RAN could release misbehaving UE’s RRC connection, and reject the UE’s RRC Request based on current overload control mechanism. Thus, kick off bad guys, and make room for good guys.

Observation 3: If the NWDAF could identify misbehaving UEs, it will be helpful for NFs to enhance current overload control mechanism to control the specific UEs to overcome the limitation listed in observation 2.
3.5 What is proposed in Key Issue #4?

NWDAF could identify the DDoS behaviour. In TS 23.288 [1], it is proposed an active method that PCF request SMF to release PDU session and apply SM back-off timer for the misbehaving UEs who is triggering DDoS attack, but it is not enough:
1. Large number of UEs may be detected as suspicion of DDoS attack, if there is any misinformation, many normal UEs’ PDU session may be released, which may be a DoS attack to normal UEs.
2. On the one hand, a PDU session for misbehaving UE may contain both normal and abnormal data flow, normal data flow may be shut down if NWDAF applies suggested handling mechanism. This is a DoS for UE’s normal data flow. 
3. On the other hand, the misbehaving UE could still establish other PDU session to trigger the attack, the suggested handling mechanism may be not enough to control the critically ill UE.

Observation 4: If NWDAF do detection, current suggested handling mechanism in TS 23.288 [1] is not enough to handle DDoS attack: 1) Consider misinformation, it may be DoS attack to normal UE. 2) Consider control granularity, on the one hand, it may be DoS attack to normal data flow if the control granularity is too coarse, 3) on the other hand, it may be not enough to control the critically ill UE if the control granularity is too thin.
Thus, we propose two type of mitigation mechanisms:
1. Active method: when the network is confident with the detection result or it is required from victim, the core network should actively indicate the identified misbehaving UEs to control the misbehaving actions with different granularity (such as per-UE, per-PDU session, per-flow) to isolate the misbehaving UEs from the network as depicted in solution 6 and solution 12. For example, with granularity of per-flow, the core network could try its best to avoid misinformation; with granularity of per-UE, the core network could isolate the critically ill UE from the network.
2. Passive method: when the network is trying to protect itself, and to provide availability for all of the UEs to mitigate impact of misinformation, the core network should distribute DDoS misbehaving UE list to the NFs, and those NFs will handle those UEs only in overload case as depicted in solution 17 and 19.
Proposal 1: Agree conclusion in S3-192518 [4].
3.6 Overall of proposed architecture in Key Issue #4
With key issue #4, the proposed architecture for DDoS mitigation is depicted in figure 1.
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Figure 1 Architecture for DDoS mitigation

The NWDAF are detection nodes. The NWDAF may detect DDoS attack according collected data from AMF, SMF, AF, identify misbehaving UEs, and report the detection result to the AMF. 
The AMF is control anchor who decides how to control the misbehaving UEs, e.g. actively send the control signalling to the UE, or passively distribute the malicious UE ID list to the RAN if massive malicious UEs are in the same RAN. When the network is confident with the detection result or it is required from victim, the AMF may actively send the NAS signalling to isolate the UE from the network with different granularity, e.g. per-UE, per-session, per-flow. When the RAN or AMF are trying to protect themselves, and to provide availability for all of the UEs to mitigate impact of misinformation, the RAN or AMF may passively kick off bad guys according to the misbehaving UE list and make room for good guys when they are short of resources.
4 Detailed proposal
Observation 1: The main difference for KI#4 and KI#5 is whether the DDoS attack can be captured by the NWDAF. For key issue #4, the malicious data flow goes through the operator network, and the NWDAF could capture the attack. For key issue #5, the malicious data flow terminates on the RAN, and the NWDAF cannot be aware of the attack. The contribution focuses on DDoS attack mitigation using NWDAF, i.e. key issue #4.
Observation 2: Current overload control mechanism on the RAN or AMF may kill good guys, and leave bad guys. Because: a) the mechanism cannot distinguish normal and abnormal UEs, the normal UEs may be impacted, which is a kind of DoS attack to normal UEs. b) The mechanism has limited effect to mitigate the DDoS attack, because the mechanism cannot handle the misbehaving UEs who are in CONNECTED. However, if a UE is compromised by the attacker to trigger DDoS attack, it may be always in CONNECTED.
Observation 3: If the NWDAF could identify misbehaving UEs, it will be helpful for NFs to enhance current overload control mechanism to control the specific UEs to overcome the limitation listed in observation 2.
Observation 4: If NWDAF do detection, current suggested handling mechanism in TS 23.288 [1] is not enough to handle DDoS attack: 1) Consider misinformation, it may be DoS attack to normal UE. 2) Consider control granularity, on the one hand, it may be DoS attack to normal data flow if the control granularity is too coarse, 3) on the other hand, it may be not enough to control the critically ill UE if the control granularity is too thin.
Proposal 1: Agree conclusion in S3-192518 [4].
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