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Agenda Item:
8.4
1 Decision/action requested 
This contribution addresses Editor’s Notes in key issue 13 and solution 20.
2 References
[1] S3-192508

Reply LS on RRC Connection Re-Establishment for CP for NB-IoT connected to 5GC.

[2] 3GPP TS 38.331
NR; Radio Resource Control (RRC) protocol specification.

[3] S3-191835

LS on RRC Connection Re-Establishment for CP for NB-IoT connected to 5GC.

3 Rational
There are three Editor’s Notes for RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC, i.e.
1. The security impact of truncated 5G S-TMSI is FFS.
2. How to capture the security impact of truncated 5G S-TMSI in this solution is FFS.

3. The functionality gap between 5GC and EPC for mobility handling in NB-IoT is FFS.
For EN#1 and EN#2, as depicted in SA2’s LS S3-192508 [1], 
“SA2 discussed the introduction of RRC Connection Re-Establishment for control plane for NB-IoT connected to 5GC and believe it is feasible.

SA2 will further work on the identifier size issue and will notify of any conclusions.”

Which means it is feasible to introduce the RRC Connection Re-Establishment for control plane for NB-IoT connected to 5GC. The only case is for SA2 to come up with a method to cut off the length of identifier. 
Note that I-RNTI which is used for INACTIVE also has two types: full I-RNTI (40 bits) and short I-RNTI (24 bits) as depicted in clause 5.3.13.3 in TS 38.331 [2], and the impact of truncation may be related to network capability, but it should be discussed in RAN2. Since it is already been agreed in RAN2, we don't see big security impact. 
Since 5G-S-TMSI is proposed to be truncated from 48 bits to 40 bits, we don't think there is big security issue neither. But we can revisit security issue when SA2 has defined it. Thus, it is proposed to turn ENs into NOTE.
For EN#3, the sentence is captured from RAN’s LS S3-191835 [3],

“RAN2 has discussed RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC.

RAN2 has concluded that not supporting it would mean a functionality gap between 5GC and EPC for mobility handling in NB-IoT.”
It means that in LTE, RRC Connection Re-Establishment for the control plane for NB-IoT connected to EPC is used for mobility handling because in order to save power, the NB-IoT UE does not support Measurement Report and Handover procedure. In 5G, since the UE does not support Measurement Report and Handover procedure neither, it is required to reuse the solution to support mobility in 5GC. Thus, it is proposed to delete the EN.
4 Detailed proposal
********** START OF 1st CHANGE **********
5.13
Key Issue #13: Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC

5.13.1
Key issue details
In order to meet low-power consumption requirement, CIoT UE does not support measurement report, so, handover is not supported for mobility because the source RAN has no reference to trigger handover. Instead, RRC Re-establishment procedure is used to support mobility.

RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC is used to support mobility handling in NB-IoT CP optimisations. The procedure has been introduced in LTE in clause 7.4.4 in TS 33.401 [2]. It would lead to a functionality gap between 5GC and EPC for mobility handling in NB-IoT CP optimisations if RRC Connection Re-establishment is not supported or does not work properly in 5GC.
Since AS security is not activated for NB-IoT CP optimisations solution, the UE and the RAN cannot authenticate each other using AS security in Re-establishment procedure. In TS 33.401 [2], current solution uses NAS protection for RRC Re-establishment Request message using S-TMSI for RAN to find the MME for doing UE verification, and uses NAS protection for RRC Re-establishment message for the UE to do MME verification. 

If the same procedure is introduced in 5G, NAS protection for RRC Re-establishment procedure is expected to be used. Therefore, the following two issues shall be considered for the RRC Re-establishment procedure using NAS protection to work:

1.  If the same security parameters (ul-NAS-MAC and ul-NAS-Count) as in EPS are used, currently there is no sufficient space to carry the 5G S-TMSI and thus a truncated 5G S-TMSI (e.g. 40 bits) may need to be defined.
2. Since KAMF key separation functionality have been defined in TS33.501 [3] and when this feature is enabled, there is a possibility for the UE and the NG-RAN to go out of synch with respect to the used NG-RAN security keys during the RRC Re-establishment procedure.

NOTE: The definition of the truncated 5G S-TMSI is pending on SA2/CT4 discussion.
5.13.2
Security threats
If there is no secure mechanism for RRC Re-establishment Request message for the control plane for NB-IoT, it will be possible for an attacker to tamper with and replay RRC signalling, which may lead to forgery of real UE and network identity.
5.13.3
Potential security requirements
The 5GS shall support a security mechanism for the RRC Re-establishment procedure for the control plane for NB-IoT.


NOTE 1: 
The security impact of truncated 5G S-TMSI should be revisited when SA2 has defined truncation method.
********** END OF 1st CHANGE **********
********** START OF 2nd CHANGE **********
6.20 Solution 20: RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC

6.20.1
Introduction 

This solution addresses the key issue #13 “Security for RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to 5GC”. 

When the UE re-establishes to the target RAN with S-TMSI, the RAN may not find the source AMF according to S-TMSI. In this case, the RAN may request a default target AMF to fetch UE context from the source AMF. Thus, context fetch between source AMF and target AMF is needed, and KAMF may be changed.
The solution proposes to reuse RRC Connection Re-Establishment for the Control Plane for NB-IoT connected to EPC when KAMF is not changed. 

In addition, when the KAMF is changed, since it is a new security feature in 5G, the solution proposes to support key synchronization procedure. 

6.20.2
Solution Details

6.20.2.1
RRC Connection Re-Establishment Procedure without KAMF Change

In case that the KAMF is not changed, it is proposed to reuse solution depicted in clause 7.4.4 in TS 33.401 [7] for UE and AMF using Control Plane CIoT 5GS Optimisation. The solution is to request the AMF to authenticate the UE's RRC re-establishment request with UL_NAS_MAC since AS security is not activated, and is to request the UE to authenticate the AMF with DL_NAS_MAC when initiating the establishment of the UE's N2 connection with the RAN.
6.20.2.2
RRC Connection Re-Establishment Procedure with KAMF Change
In case that the KAMF is changed, key synchronization procedure is introduced. Verification of DL_NAS_MAC is different from reused solution, but is backward compatible.
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1. – 5, similar with current solution. The source AMF verifies UL-NAS-MAC calculated by the UE with KNAS-int, uplink NAS COUNT and target cell ID.

6. The source AMF decides to derive new KAMF* according to local policy.

7. The source AMF responses UE’s context to the target AMF including KAMF*.

8. Since new KAMF* is derived, the target AMF shall derive new KNAS-int*, and notify the UE with key derivation parameters, including K_AMF_change_flag, the received downlink NAS COUNT, ngKSI, selected NAS security algorithms. DL_NAS_MAC* shall be calculated with newly derived KNAS-int* and these parameters in addition to target cell ID. Target cell ID is included to bind the target cell with target AMF because the UE cannot authenticate the target RAN without AS security context.

9. The target AMF sends key derivation parameters and DL_NAS_MAC* to the target RAN.

10. The target RAN transparently sends the key derivation parameters and DL_NAS_MAC* to the UE included in the RRCReestablishment message.

11. The UE shall derive new KAMF* and KNAS-int* according to received key derivation parameters.

12. The UE shall verify the DL_NAS_MAC* with newly derived KNAS-int* similar with calculation on the target AMF.

13. Once verification is successful, the UE shall reply RRCReestablishmentComplete message to the target RAN. The UE successfully re-establishes to the target RAN, and newly derived NAS key is used for the following data transmission.
6.20.3
Evaluation 

The solution address key issue #13 “Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC”. 

The solution reuses security handling for RRCConnectionReestablishment Procedure for Control Plane CIoT EPS optimisation. To support KAMF change, which is new feature in 5G, key synchronization procedure is introduced to synchronize KAMF used between UE and AMF. Otherwise, the UE may hold different key with the AMF, which may lead transmission failure.


NOTE 2: 
The security impact of truncated 5G S-TMSI should be revisited when SA2 has defined truncation method.

********** END OF 2nd CHANGE **********
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