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*************** Start of the first change ****************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

NG-RAN
5G Radio Access Network 
5G AV
5G Authentication Vector

5G HE AV
5G Home Environment Authentication Vector

5G SE AV
5G Serving Environment Authentication Vector

ABBA
Anti-Bidding down Between Architectures
AEAD
Authenticated Encryption with Associated Data
AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement
ALS
Application Layer Security
AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector 
AV'
transformed Authentication Vector 
Cell-ID
Cell Identity as used in TS 38.331 [22]

cIPX
consumer's IPX
CP
Control Plane
cSEPP
consumer's SEPP
CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System
gNB
NR Node B
GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange
IPX
IP exchange service
KSI
Key Set Identifier

LI
Lawful Intercept

MN
Master Node

MR-DC
Multi-Radio Dual Connectivity 
MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation
ng-eNB
Next Generation Evolved Node-B
ngKSI
Key Set Identifier in 5G

NIA
Integrity Algorithm for 5G

NR
New Radio
NR-DC
NR-NR Dual Connectivity
NSSAI
Network Slice Selection Assistance Information

PDN
Packet Data Network
PEI
Permanent Equipment Identifier
pIPX
producer's IPX

pSEPP
producer's SEPP
QoS
Quality of Service 

RES
RESponse

SCG
Secondary Cell Group

SEAF
SEcurity Anchor Function

SEG
Security Gateway
SEPP
Security Edge Protection Proxy
SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN
Secondary Node 
SN Id
Serving Network Identifier

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function
URLLC
Ultra Reliable Low Latency Communication
USIM
Universal Subscriber Identity Module
XRES
eXpected RESponse
*************** Next Change ****************
6.6.1
UP security policy 
6.6.1.X
UP security policy handling for initial registration and handover 
The SMF shall provide UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. 

The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.
The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2. If the user plane security policy indicates "Required" or "Not needed", the ng-eNB/gNB shall not overrule the UP security policy provided by the SMF. If the ng-eNB/gNB cannot activate UP confidentiality and/or UP integrity protection when the received UP security policy is "Required", the gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF. If the received UP security policy is " Not needed ", then the establishment of the PDU Session shall proceed as described in TS 23.502 [8].
NOTE 1: 
Local SMF can override the confidentiality option in the UP security policy received from the home SMF based on its local policy, roaming agreement and/or regulatory requirements.

At an Xn-handover from the source ng-eNB/gNB to the target ng-eNB/gNB, the source ng-eNB/gNB shall include in the HANDOVER REQUEST message, the UE's UP security policy. If the UP security policy is ‘Required’, the target ng-eNB/gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the SMF. For the accepted PDU sessions, the target ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy and shall indicate that to the UE in the HANDOVER COMMAND by the source ng-eNB/gNB. 

If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection and/or UP encryption for a PDU session is enabled at the target ng-eNB/gNB, the UE shall generate or update the UP encryption key and/or UP integrity protection key and shall activate UP encryption and/or UP integrity protection for the respective PDU session. 
NOTE 2:
If the security policy is ‘Preferred’, it is possible to have a change in activation or deactivation of UP integrity after the handover.
Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this  event and may take additional measures, such as raising an alarm. 

If the target gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF.

In case of the target ng-eNB/gNB receives both UE security capability and UP security policy, then ng-eNB/gNB initiates the intra-cell handover procedure which contains selected algorithm and an NCC to the UE.  New UP keys shall be derived and used at both the UE and the target gNB.

At an N2-handover the SMF shall send the UE's UP security policy  to the target ng-eNB/gNB via the target AMF. The target ng-eNB/gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the SMF via the target AMF. For all other PDU sessions, the target ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy.
6.6.1.Y
UP security policy handling for URLLC service 
For URLLC services, if there are two PDU sessions via two user plane paths are used to transfer the redundant data as described in the TS 23.501 [2], two redundant PDU sessions shall have the same UP integrity and confidentiality activation status. To be specific, if encryption of user plane data is enabled between the UE and the gNB on the first path for a first PDU session, then encryption shall be enabled for redundant user data transmission over a second path for a second PDU session as well. If integrity protection of user plane data is enabled between the UE and the gNB on the first path for a first PDU session, then integrity protection shall be enabled for redundant user data transmission over a second path for a second PDU session as well.
*************** End of change ****************
*************** Next Change ****************
6.9.2.3.1
Intra-gNB-CU handover and intra-ng-eNB handover
The gNB shall have a policy deciding at which intra-gNB -CU handovers the KgNB can be retained and at which a new KgNB needs to be derived. At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. Retaining the current KgNB shall only be done during intra-gNB-CU handover. 
NOTE: 
The option of retaining the KeNB at intra-ng-eNB handover is not supported in ng-eNB.
If the current KgNB is to be changed, the gNB/ng-eNB and the UE shall derive a KNG-RAN* as in Annex A.11/A.12 using target PCI, its frequency ARFCN-DL/EARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KNG-RAN* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KNG-RAN* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KNG-RAN*derivation to UE in HO Command message. The gNB/ng-eNB and the UE shall use the KNG-RAN* as the KgNB, after handover.

If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover. 
NOTE:
This clause is also applicable when gNB is implemented as a single unit, i.e., when the gNB is not split into CU and DU.
It is proposed to re-use the existing solution as described above for intra-gNB-CU handover to retain or change AS keys in gNB when URLLC services are used.
*************** End of change ****************
*************** Next Change ****************
X:  Security for URLLC services 

X.1 General
Support for URLLC communication is defined in the TS 23.501 [2]. In order to ensure the high reliability, redundant transmission in 5GS is supported on multiple user plane data paths. Accordingly, the applicable security mechanisms for supporting redundant transmission are described in the present clause.

X.2 Security support on redundant transmission

X.2.1   Redundant User Plane Paths based on Dual Connectivity

For Dual connectivity based redundant user plane paths, the following UP security policy handling shall apply.

The MN makes the decision on UP encryption protection and integrity protection according to the UP security policy for these two redundant data transmissions. Then, the MN informs the SN the encryption protection and integrity protection activation indications in the SN Addition/Modification Request message of Secondary addition/modification procedure. 
At the reception of the decisions, the SN attempts to comply with the request from MN to ensure these two UP encryption and integrity protection activation status are the same. In the end, the SN informs the MN with the UP integrity protection and encryption indications of the PDU session data transferring in the SN Addition/Modification Request Acknowledgement message. The MN node forwards the UP integrity protection and encryption indications to the UE in RRC Connection Reconfiguration message.
X.2.2   Redundant transmission on N3/N9 interfaces

If the user data redundancy is fulfilled by means of two duplicated N3 tunnels, the redundant packets will be transferred between UPF and RAN via two independent N3 tunnels, which are associated with a single PDU Session, over different transport layer path to enhance the reliability of service.
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Figure X.2.2-1: Redundant transmission with two N3 tunnels between the UPF and a single NG-RAN node

The redundant N3 tunnels between NG-RAN and UPF shall be integrity, confidentiality and replay-protected. In order to protect the redundant traffic on the N3 reference point, the current mechanism defined in clause 9.3 of the present document shall be reused. 

In case two N9 tunnels are involved to fulfil the redundancy for one NG-RAN, the NDS/IP mechanism shall be used for protecting the redundant data transferring via two N9 tunnels as described above.

*************** End of change ****************
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