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1
Decision/action requested

It is proposed to approve this pCR.
2
References

NA
3
Rationale

This solution is going to give a hint on implicit AKMA authentication binding primary authentication. The main idea is that after primary authentication, the AUSF can derive an AKMA temporary identifier and sends it to the UE during Registration procedure. If the UE is going to use an APP which is based on AKMA service, then the UE will provide the AKMA temporary Identifier to the AApF, AAuF and finally to the AUSF. 
4
Detailed proposal

6.X
Solution #X: Implicit AKMA authentication procedure
6.X.1
Introduction

This solution addresses Key Issues #1, #2, #3, #4, #5. 

The AAuF is the AKMA anchor function which provides Key material to different AApFs.

The AUSF is the authentication server the same role as primary authentication.

This solution is going to give a hint on implicit AKMA authentication binding primary authentication. The main idea is that after primary authentication, the AUSF can derive an AKMA temporary identifier and sends it to the UE during Registration procedure. If the UE is going to use an APP which is based on AKMA service, then the UE will provide the AKMA temporary Identifier to the AApF, AAuF and finally to the AUSF. 
6.X.2
Solution details
6.X.2.1
Implicit AKMA authentication based on primary authentication
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Figure 6.24.2.1-1: AKMA implicated authentication binding primary authentication
Step 1 to Step 5 are the procedures defined in clause 6.1 of TS 33.501[].

Step 6, after AUSF determines the Primary authentication is successful, it derives an AKMA temporary Identifier. AMKA temporary Identifier contains a Random value, Home network Identifier and routing ID. The AUSF binds the AKMA temporary Identifier with Kausf.

Step 7, the AUSF sends AKMA Identifier to the AMF.

Step 8, the AMF and the UE runs NAS SMC procedure to active NAS security.

Step 9, the AMF sends AKMA Temporary Identifier to the UE.

Step 10, The UE keeps the AKMA Temporary Identifier for future use.
6.X.2.2
Access to AApF
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Figure 6.24.2.2.1-1: Initiation procedure

Step 0, the UE and 5GC finish the PDU session establishment procedure.
Step1, The UE sends an Access Request message to the AApF via user plane. The message contains AKMA temporary Identifier.

Step2, The AApF finds an AAuf using Home network Identifier in the AKMA temporary Identifier, and sends Kaf Request message to the AAuF. 

Step 3, the AAuF discovery the AUSF based on the Home network Identifier and routing ID, and then sends an authentication Request message to the AUSF. The message carries the AKMA temporary Identifier.

Step4, the AUSF determines the Kausf based on the AKMA temporary Identifier, and then the AUSF uses the Kausf to derive a Kakma for the UE.

Step5, the AUSF responses the Kakma and the validity time.

Step 6, the AAuF derive the Kaf based on the Kakma, and sends the Kaf to the AApF.
Step 7, the AApF keeps the Kaf.

Step 8, the AApF responses Access Accept message to the UE.

Step 9, after receiving the Access Accept, the UE derives the Kaf.
6.24.3
Evaluation
This solution addresses KI #1, #2, #3, #4, #5.

The solution propose an implicit AKMA authetnicaiton which is binding the primrary authentication. The AUSF can derive the AKMA temporary identifier and sends to the UE.
The benefit of implicit AKMA authentication is that it omits another round of primrary authetnicaiton which is the same as primrary authentication. As the AKMA authentication is using the same credential as the primrary authentication, another round of primrary authetnicaiton is duplicated from network point of view. 

Another benefit of implicit AKMA authenticaiotn is that it is the friendliest to the R-15 5G system.

The solution also omits the procedure that the AApF instructs the UE that the AKMA authentication is needed. Because this procedure is only needed in explicit AKMA authentication.
The outstanding issue of this solutions is the Kakma and Kaf generating scheme.
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