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1
Decision/action requested

This contribution proposes a solution for protecting the SQN during a re-synchronisation procedure for AKA
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G System  
3
Rationale

During a re-synchronisation procedure in AKA, the SQNMS that is returned to the network is protected by keystream derived from the long-term key and RAND. This means if multiple re-synchronisation procedures are run based from the same AVs, e.g. an attacker trying to find out information about the value of SQNMS, then the same keystream will be used each time. 
To overcome this issue, it is proposed that the AKA functions should be modified to use AK to encrypt SQNMS for the re-synchronisation case. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
2
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**** NEXT CHANGE ****
6.X
Solutions on re-synchronisation in AKA
6.X.Y
Solution #X.Y: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA 
6.X.Y.1
Introduction

This solution addresses the key issue #5.4.1.
6.X.Y.2
Solution details
This solution proposes to use symmetric encryption function to protect SQN with input key of AK in the case of synchronisation failure for AKA.  

The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [xx]. In terms of the modifying that clause, this solution would require adding a new function f*6 and replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 

Conc(SQNMS) = f6*AK(SQNMS )
f6* is the symmetric encryption function used to encrypt SQNMS using AK as input key. f6*AK(SQNMS ) is the encrypted value of the counter SQNMS in the MS. The figure in clause 6.3.3 to the figure below.

[image: image1.emf]RAND

SQN

MS

K

AUTS = f

6

*

AK

(SQN

MS

) || MAC-S

AMF

f1*

f5*

XMAC AK

f

6

*

AK

(SQN

MS

)

f6*


Figure 6.X.Y.2-1: Modified construction of the parameter AUTS
To decrease the complexity, the f5* function can be replaced by XOR.
6.X.Y.3
Evaluation

The key issue #5.4.1 describes an attack in re-synchronisation procedure in AKA, caused by the re-use of keystream protecting SQN.

This solution mitigates the attack by using symmetric encryption function to protect SQN, which prevents the leakage of SQN. The proposed solution meets the requirement of Key Issue #5.4.1.
**** END OF CHANGES ****
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