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1
Decision/action requested

This paper discusses the user ID encryption in EAP.
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Rationale

In the last meeting SA3 95-BIS it was discussed how the User ID in the EAP protocol is used and whether the User ID in the EAP identity response can be encrypted with the public key provisioned by the AAA server, responsible for the slice authentication. It was commented that encrypting the whole user ID will break the routing of the EAP message. 

As described in RFC 7542, a typical NAI, the User ID to be used for slice authentication, has the format of username@realm. According to RFC 3748 [2], “The realm portion of the Network Access Identifier (NAI) [RFC7542] is typically included within the EAP-Response/Identity in order to enable the authentication exchange to be routed to the appropriate backend authentication server”. 
If the confidentiality of the username portion is of concern, it may be “hidden” in an abbreviated form by omitting the username part. It is also a current practice to use the "anonymous" as the username part. Alternatively, it may be obfuscated, decorated, or encrypted. 
To clear doubts raised in the previous meeting, further description is given not to encrypt the realm, but similar to SUPI, only the username (peer) part of the identity is encrypted, as depicted in the following figure: 
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This would prevent to turn the AMF (e.g. in a less trusted VPLMN) into a user ID collector, which could be used to dictionary attacks on the password not only for the used service but also other common services where the user might have reused their username/password pair. 
It should be noted that encryption of realm part of the NAI is also permitted, depending on whether realm protection is needed and whether routing information is need. In addition, the Identity exchange (Identity Request/Response) is optional within the EAP conversation, therefore, it is possible to omit the Identity exchange entirely [2]. 

4
Detailed proposal

It is proposed to take this into account when discussing the corresponding solution updates on solution#5 and solution#6.
