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1
Decision/action requested

This paper updates solution #5 by removing the editor’s notes.
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Rationale

Solution #5 addresses the Key Issue #4 for slice authentication with respect to the privacy aspects. 
Three Editor’s Notes were included in the solution:

Editor’s Note #1: Whether user ids used for slice authentication is within the scope of 3GPP is FFS; 

Editor’s Note #2: EAP framework assumes that privacy is handled by the EAP methods. It is FFS whether this creates any issues; 

Editor’s Note #3: It is FFS whether using a public key of an external entity to encrypt the user id is appropriate;

Regarding Editor’s Note #1: 

User IDs in EAP are essential for the authentication with the EAP server. Since there may be different traversing networks involved depending on the scenario, e.g. the subscriber is roaming, then the authentication is relayed the home network and then to the external AAA server. Not all of those links are secured or depend on local policy. An attacker could perform dictionary attacks to the AAA server when the user id is known and could gain service access.

Regarding Editor’s Note #2:

Only few EAP tunnel methods can be used to protect privacy the most important ones are Tunnel EAP (TEAP) [RFC7170], Flexible Authentication via Secure Tunneling EAP (EAP-FAST) [RFC4851], EAP-TLS [RFC5216] and EAP-TTLS [RFC5281].

For the tunneled mode, the UE has to be configured that the true identity is only sent after the TLS tunnel is established and that it responds to an identity request from the AAA server with a username of “anonymous”. Then no user ID concealment needs to be done except in cases where the EAP method is chosen that does not support tunneling. The UE needs to be configured or detect when to perform user ID concealment and when only to do tunnel encryption.
EAP-TLS and TEAP require a client certificate, while TTLS, FAST do not need one. Some requirements for a standard tunnel-based EAP method are described in RFC6678, which reduces the number of potential EAP methods drastically.

Using a public key approach for concealing the user id similar to the SUPI/SUCI is signaling efficient since the EAP-tunnel method does not need to echange related messages end to end from the UE to the external AAA server. Further, the external service provider is open to choose any EAP method while being assured to have end to end privacy. 

Based on the service provider the whole user ID or only the peer part is encrypted with the public key, i.e. for the case the user ID is used for routing, the realm part will not be encrypted. 
Regarding Editor’s Note #3: 

The external service provider requiring slice authentication should be the one chosing the EAP method and should not be limited to a specific one. Since the user ID belongs to the external service provider, the deconsealment should be only be possible there, similar to the SUPI/SUCI concept. Therefore the external entity is providing the public key to the UE in order to guarantee end to end privacy.
4
Detailed proposal

Begin of Changes
7.5
Solution #5 Privacy for Slice Authentication

7.5.1
Introduction

This solution addresses the Key Issue #4: “Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization”. 

A public key is provisioned form the service provider to the UDM and bound with the corresponding NSSAI. If a UE requests service for a NSSAI, then the UDM provisions the public key to the AMF and further to the UE in order to use it for concealing the User ID in the EAP Identification response. 

7.5.2
Solution details



The following figure shows the procedure for public key provisioning and User ID concealment in the UE. 

[image: image1]
Figure 7.Y.2-1: Procedure for public key provisioning and User ID concealment

Step 0 is not further described here but it is assumed that the normal interfdace with external service provider via the NEF is utilized in order to provision the NSSAI and public kery binding to the UDM. 

The procedure is in general the same as described in solution#1, clause 7.1.2 with the following differences:

Step 3: The AMF retrieves the subscription data from the UDM, including the public key for each NSSAI where slice authentication is required. Based on operator policy the UDM provides the public key at any request or only when requested by the UE or the key is changed in the UDM.

Step 4a: The AMF initiates the slice authentication and sends an EAP Identity Request to the UE including the S-NSSAI and the corresponding public key. 

Step 4b: The UE stores the public key and binds it with the S-NSSAI. It uses the Public Key to encrypt the User ID for the S-NSSAI.

Step 4c: The UE sends the NAS message with the EAP Identity Response with the concealed User ID.

Step 4d: the AMF sends an Authentication Request with the concealed User ID to the AAA server, which has the corresponding private key and is able to de-conceal the User ID. 

Step 4e – 5: The normal related EAP message exchange for authentication of this User ID is performed now and slice authentication is carried out.




7.5.3
Evaluation 

TBD. 
End of Changes
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