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1. Overall Description:
During the 5G false base station study item, SA3 has investigated the security threats of false base station and think it is critical to do the false base station detection. SA3 would like to recommend to enrich the measurement reports with hashes list of MIB/SIBs to help the false base station detection, just like the following:
In addition to the existing information, the system shall support the following new information about camped and neighboring cells to be included in the measurement report: 
-	mib_info = hash of the MIB, which helps in detection of DoS attempts, e.g., cellBarred=barred; 
-	sib_info = list of {SIB number, hash of the SIB}, which helps in detection of DoS, fraud, and subscription identification attempts, e.g., ims-EmergencySupport=false, tampered SI-SchedulingInfo, and useFullResumeID=true;

SA3 would like to request RAN2 feedback on evaluation of enrich the measurement reports with hashes list of MIB/SIBs.

2. Actions:
To RAN2 and RAN3 group.
ACTION: SA3 kindly requests RAN2 to evaluate enriching the measurement reports with hashes list of MIB/SIBs and inform SA3 if RAN2 finds any issue in this requirement.


3. Date of Next TSG-SA WG3 Meetings:
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