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1	Decision/action requested
This pCR proposes a solution to enable UE not to connect to false base stations during handover based on verification of SIBs hashes.
2	References
[1]	3GPP TR 33.809 V0.1.0, Study on 5G security enhancements against false base stations
[2]	3GPP TS 38.331 V15.4.0, Radio Resource Control (RRC)
3	Rationale
In solution #4, it’s described that a serving cell may use the hash verification result to decide whether the serving cell should handover a UE to the reported neighbouring cell in order to prevent connecting to a FBS.
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]However, a FBS may also launch other attacks to UEs through modifying SIs in other SIBs, e.g. tampering cell reselection information or public warning information, solution 4 will not detect FBS in these scenarios. If a FBS does not change MIB and SIB1 of the real cell, but tampers the cell reselection information in SIB2, SIB3, SIB4 and SIB5, the UE would still handover to the FBS.
This proposal proposes that the target cell should provide the HASHes of all SIBs during the handover preparation phase, then UE can verify whether the SIBs (other SIBs) received during handover execution phase are true or false. If false, the UE should not connect to that cell and should leave the cell.  
4	Detailed proposal
**** Start of pCR to TR 33.809****
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6.Y Solution #Y: Preventing UE to Connect to False Base Station Based on HASH Verification  
6.Y.1	Introduction  
This solution addresses the second security requirement in the following key issue:
-	Key issue #3: network detection of false base stations (Second security requirement: 5G system should be able to employ methods to prevent UEs from connecting to false base stations).
[bookmark: OLE_LINK8]This solution is an extension of solution 4. In solution 4, the verification of MIB/SIB1 hashes can prevent a UE from handing over to a false base station. 
However, a FBS may also launch other attacks to UEs through modifying SIs in other SIBs, e.g. tampering cell reselection information or public warning information, solution 4 will not detect FBS in these scenarios. This solution prevents a UE connect to false base stations which copy the MIB and/or SIB1 of the real cell, but tamper other SIBs.
6.Y.2	Solution details  
In RRC-CONNECTED mode where a UE is attempting to handover to a target cell, the target cell should provide the HASHes of all SIBs during the preparation phase. When the UE executes the handover to the target cell, the UE monitors the SIBs of the target cell, computes the HASHes of the received SIBs, and compares them with those received from the target cell during the handover preparation phase. If any mismatch found, the UE should not connect to that cell before handover, or should leave the cell if handover is completed and try to re-establish with the original serving cell or other cells.
6.Y.3	Evaluation 
Verification of MIB/SIBs hashes can help in preventing the UE from connecting to false base stations during the HO procedure.
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