3GPP TSG-SA WG3 Meeting #96 
S3-192694
Wroclaw (Poland), 26-30 August 2019












revision of S3-19xabc
Source:
Huawei, Hisilicon
Title:
eSBA: new solution for NF service consumer verification during service access authorization in indirect communication scenario
Document for:
Approval

Agenda Item:
8.1
1
Decision/action requested

This document proposes a new solution for NF service consumer verification during service access authorization in indirect communication scenario of TR 33.855.
2
References
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3
Rational

This document proposes a new solution for NF service consumer verification during service access authorization in indirect communication scenario
4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: NF service consumer verification during service access authorization in indirect communication scenario
6.X.1
Introduction

This solution addresses key issue # 22, and proposes a new mechanism allowing the SeCoP to verify the identity of the NF service consumer securely based on the certificate information in the indirect communication scenario.
6.X.2
Solution Description
6.X.2.1 General

This solution addresses the NF service consumer verification indirect commuction scenarios, including the scenario C and scenario D, in which the SeCoP as the proxy verifies the instance ID of NF service consumer during the service access procedure.
6.X.2.2
Solution details for the scenario C
There are two parts in this scenario:

a) Including NF service consumer’s certificate in the access token generated by the NRF.

b) SeCoP verifies whether the certificate in the access token is same as the certificate received during mutual authentication procedure with NF service consumer.

6.X.2.1
Access token generation with the certificate of the NF service consumer
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Figure 6.25.2.1-1 Including NFc’s certificate in the access token – in non-roaming scenarios

In this procedure, the NRF includes NF service consumer’s certificate (denoted by NFc’s certificate) as one of the claims in the access token. The above figure illustrates the procedure in the non-roaming scenarios.

Compared with the procedure specified in clause 13.4.1.1 of TS 33.501, the enhancement for the access token generation procedure includes the following two parts.

· In step 1. After the mutual authentication, NRF stores the NFc’s certificate, which is received after the successful mutual authentication, and used by the NRF to verify the identity of the NF service consumer.

· In step 3. After receiving the Nnrf_AccessToken_Get request, NRF generates the access token, in which the hashedNFc’s certificate is included as a new parameter.
6.X.2.2
SeCoP authenticates NF consumer 
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Figure 6.25.2.2-1 NF service producer authenticates NF consumer

Compared with the procedure specified in clause 13.4.1.1 of TS 33.501, the enhancement for the access token verification procedure includes the following two parts.

· In step 1. After the mutual authentication, SeCoP stores the NFc’s certificate, which is received during mutual authentication.

· In step 3. After receiving the NF service request, SeCoP verifies whether the hashed NFc’s certificate stored in step 1, is the same as the hashed certificate included in the access token. If the certificate verification is failure, the SeCoP replies the service response to the NF service consumer with an error code indicating this mismatch. If the verification successes, the SeCoP sends the access token to the NF service producer.
· In step 5. NF service producer verifies the claims of access token except the hashed NFc’s certificates.
6.X.2
Solution details for the scenario D
There are two parts in this scenario:

a) Including NF service consumer’s certificate sent by SeCoP in the access token generated by the NRF.

b) SeCoP verifies whether the certificate in the access token is same as the certificate received during mutual authentication procedure with NF service consumer.

6.X.2.1
Access token generation with the certificate of the NF service consumer
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Figure 6.25.2.1-1 Including NFc’s certificate in the access token – in non-roaming scenarios

In this procedure, the NRF includes NF service consumer’s certificate (denoted by NFc’s certificate) as one of the claims in the access token. The above figure illustrates the procedure in the non-roaming scenarios.

Compared with the procedure specified in clause 13.4.1.1 of TS 33.501, the enhancement for the access token generation procedure includes the following two parts.

· In step 1. After the mutual authentication, SeCoP stores the NFc’s certificate, which is received after the successful mutual authentication.
· In step3. SeCoP sends the hashed NFc’s certificate to NRF, and also forwards the received Nnrf_AccessToken_Get Reques to the NRF.
· In step 4. NRF generates the access token, in which the hashed NFc’s certificate is included as a new parameter.
6.X.2.2
SeCoP authenticates NF consumer 
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Figure 6.25.2.2-1 NF service producer authenticates NF consumer

Compared with the procedure specified in clause 13.4.1.1 of TS 33.501, the enhancement for the access token verification procedure includes the following two parts.

· In step 1. After the mutual authentication, SeCoP stores the NFc’s certificate, which is received during mutual authentication.

· In step 3. After receiving the NF service request, SeCoP verifies whether the hashed NFc’s certificate stored in step 1, is the same as the hashed certificate included in the access token. If the certificate verification is failure, the SeCoP replies the service response to the NF service consumer with an error code indicating this mismatch. If the verification successes, the SeCoP sends the access token to the NF service producer.
· In step 5. NF service producer verifies the claims of access token except the hashed NFc’s certificates.
6.x.3
Solution details for the roaming scenario

For the roaming scenario, there is no end to end mutual authentication between the NF service consumer and the hNRF. One option would that the hashed NFc’s certificate can be embedded into the access token request sent by NF service consumer to the hNRF via vNRF and SeCoP. Then the hNRF generates the access token, by including the hashed NFc’s certificate, then sends the access token to the NF service consumer via vNRF.


[image: image5.emf]SeCoP

NF Service 

Consumer

cSEPP

3. Verify the hashed NFc’s certificate in the access 

token

0. Mutual authentication

pSEPP

NF Service 

Producer

4. NF Service request

(access token)

5. NF Service request

(access token)

6. Access token verification

7. NF Service response 8. NF Service response

SeCoP

1. stores the NFc’s 

certificate


Figure 6.25.3-1 SeCoP authenticates NF consumer

Compared with the procedure specified in clause 13.4.1.1 of TS 33.501, the enhancement for the access token verification procedure includes the following parts.

· In step 1. After the mutual authentication, SeCoP stores the NFc’s certificate, which is received during mutual authentication.

· In step 3. After receiving the NF service request, SeCoP verifies whether the hashed NFc’s certificate stored in step 1, is the same as the hashed certificate included in the access token. If the certificate verification is failure, the SeCoP replies the service response to the NF service consumer with an error code indicating this mismatch. If the verification successes, the SeCoP sends the access token to the cSEPP.
· In step 6. NF service producer verifies the claims of access token except the hashed NFc’s certificates.
6.X.4
Evaluation

TBD
***
END OF CHANGES
***
NF Service Consumer
SeCoP
2.Nnrf_AccessToken_Get Request
(Expected NF Service name(s) and NF type,
Consumer NF type, ...)
6. Nnrf_AccessToken_Get Response
(expries_in, access_token)
0. NF Service Consumer registers with the NRF.
0. Mutual authentication
1. store the NFc’s certificate
Authorization Server
(NRF)
4. Authorize the client, generate an access token.
3.NFc’s certificate, Nnrf_AccessToken_Get Request
(Expected NF Service name(s) and NF type, Consumer NF type, ...)
5. Nnrf_AccessToken_Get Response
(expries_in, access_token)



NF Service Consumer
SeCoP
2. NF Service request
(access token)
3. Verify the hashed NFc’s certificate in the access token
7. NF Service response
0. Mutual authentication
1. stores the NFc’s certificate
NF Service Producer
4. NF Service request
(access token)
5. Access token verification
6. NF Service response



SeCoP
NF Service Consumer
cSEPP
2. NF Service request
(access token)
3. Verify the hashed NFc’s certificate in the access token
9. NF Service response
0. Mutual authentication
pSEPP
NF Service Producer
4. NF Service request
(access token)
5. NF Service request
(access token)
6. Access token verification
7. NF Service response
8. NF Service response
SeCoP
2. NF Service request
(access token)
1. stores the NFc’s certificate
9. NF Service response



NF Service Consumer
SeCoP
2. NF Service request
(access token)
3. Verify integrity and claims in the access token. 
If successful, execute the requested service
9. NF Service response
0. Mutual authentication
1. stores the NFc’s certificate
NF Service Producer
4. NF Service request
(access token)
6. Access token verification
8. NF Service response



