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1
Decision/action requested

This document discusses the overall conclusion of AKMA architecture and authentication procedures. SA3 is kindly requested to endorse this doc.
2
References

 [1]

3GPP TR 33.835 Study on Authentication and Key Management for Application based on 3GPP credentials 
3
Rationale

Currently most of the solutions in TR 33.835 [1] have been completed and evaluated. The AKMA study has progressed to a point where drawing conclusions becomes necessary. Based on the skeleton of clause 7 in TR 33.835 [1], the conclusion on the AKMA architecture and authentication procedure has to be drawn first, so that other key issues depending on this conclusion can be solved accordingly.
In this contribution, we analyze the existing solutions regarding to AKMA architecture and authentication procedure, trying to clearly present some common aspects, as well as the different ideas on this. Furthermore, with analysis of pros and cons of each design principle, we propose to draw a conclusion on the AKMA architecture and authentication procedure.
4
Detailed proposal

With reference to S3-191878 from the last meeting, which analyzed the commom aspects of current AKMA solutions and their variations, this document only takes into consideration of those parts related to AKMA architecture and authentication procedure in the solutions. However, other design parts (if there exists) in these solutions addressing other key issues will be considered and evaluated separately when drawing conclusions of other key issue aspects.
The following table lists all the relevant solutions having touched AKMA architecture and authentication procedure.
	
	Architecture
	Authentication  procedure
	AKMA key derivation principle

	Solution #2
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	Separate running of authentication using EAP-AKA’


	KAUSF—>KAKMA

	Solution #3
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	Separate running of authentication using EAP-AKA’


	KAUSF—>KAKMA

	Solution #4
	Similar to solution #2
	Separate running of authentication using EAP-AKA’or 5G AKA 
	KAUSF—>KAKMA

	Solution #13
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	Separate running of authentication using EAP-AKA’or 5G AKA
	KAUSF—>KAKMA

	Solution #15
	Similar to solution #2, except the name of the anchor function is named as AKAF (AKMA Anchor Function)
	No separate running of AKMA authentication 

	KAUSF—>KAKMA 
Or
 CK/IK or CK’/IK’ —>KAKMA

	Solution #16
	Serving Network Option:
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Home Network Option:
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Note:both options are not preferred as evaluated in 6.16.3
	No separate running of AKMA authentication 


	KSEAF —>KAKMA 
(not preferred as evaluated in 6.16.3)

	Solution #17
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	No separate running of AKMA authentication, but AKMA authentication is integrated in primary authentication
	KAUSF—>KAKMA


	Solution #19
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	No separate running of AKMA authentication 


	KAUSF—>KAKMA


	Solution #23
	
[image: image8.emf]5G Core

NEF

(AKAF)

UDM

AUSF

AMF

AKMA 

Application 

Function 

(AApF)

UE


	No separate running of AKMA authentication 


	KAUSF—>KAKMA



From the table, there are obvious variations on the authentication procedure design:
· Solution #17 proposes the AKMA authentication and key agreement to be integrated in the primary authentication and key agreement. This solution requires additional changes to primary authentication, as evaluated in 6.17.3, which is not recommended considering the impacts on primary authentication mechanism.
· Solution #2, #3, #4, #13 propose the AKMA authentication and key agreement to be separate from the primary authentication and key agreement, which means it’s necessary to run a separate AKMA authentication. Considering the overhead introduced in this kind of solutions as evaluated in 6.2.3 and 6.3.3, this kind of idea is not preferred.
· Solution #15, #19, #23 propose to not have any AKMA authentication and key agreement, but use the already generated keys. This avoids the overhead of running separate authentication, and requires no modifications on current primary authentication mechanism.
Proposal 1：

Therefore, it’s recommended to use the idea of solution #15, #19 and #23 of implicit bootstapping as the basis of AKMA authentication principle. 
In this case, the AKMA keys have to be derived from some generated keys directly without the running of a separate authentication. According to Solution #15, there are two options of generation of KAKMA: one is KAKMA as the sibling to KAUSF, the other is KAKMA as the child of KAUSF. However, the sibling option causes some problems if the AKMA key needs to be refreshed without performing a primary authentication as explained in solution #15. Hence, the better choice is using KAUSF to derive KAKMA, which is in line with the idea in solution #19 and #23. Besides, one aspect that is of particular relevance here is that when the 5G Security Architecture was designed, it was decided to have an option to keep a key in the home network for further services. Now that AKMA is being discussed, this key can be leveraged if the architecture is well designed. Note that 5G network enables operators to leverage the presence of the home network key KAUSF. 
Proposal 2:

Thus it’s recommended to reuse KAUSF as described in solution #19 and solution #23.
To step further, if we reuse KAUSF to derive KAKMA, it’s indeed to interface the AKMA anchor function with AUSF to obtain KAUSF, as introduced in solution #2, #19 and #23. In other words, AKMA arthitecture proposed in solution #3, solution #13 is not applicable. Therefore, we propose to use architecture in solution #2, #19 and #23 as the basis of AKMA architecture. 
Note that solution#2 does not take any stand on how the AAuF (the anchor function) is realized, i.e. whether by a standalone NF or by the AUSF. In solution #23, it’s proposed to use NEF as the anchor function. Considering the choice of which entity to act as AKMA anchor function will impact the 5G architecture, it’s better to leave this decision to the normative work. 
Proposal 3:

It’s recommended to use the AKMA architecture introduced in solution #2, solution #19 and solution #23. The decision of the realization of the AKMA anchor function (AUSF or NEF or a new NF) will be done in the normative work.
5
Summary
SA3 is kindly requested to agree on the following two proposals as the conclusion of AKMA architecture and authentication procedures in order to progress the work on AKMA:

1. It’s recommended to use the idea of solution #15, #19 and #23 of implicit bootstapping as the basis of AKMA authentication procedure. In details, reusing KAUSF（as described in solution #19, #23 and the child option in solution #15）is recommended to be the basis of normative work.
2. It’s recommended to use the AKMA architecture introduced in solution #2, solution #19 and solution #23. The decision of the realization of AKMA anchor function (AUSF or NEF or a new NF) will be done in the normative work.
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