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Rationale

Although the BEST protocol's primary purpose is to deliver Battery efficient End to Middle security, End to End security and Key distribution, it can also be the basis of other services that are important in IoT.
4
Detailed proposal

This document discusses the use of BEST to deliver the following services:
1. BEST as a Bearer Independent protocol
2. HSE as a protocol converter for low bandwidth high latency secure channel use

3. BEST Multiple channels on a single bearer

4. BEST as a PUSH service

5. BEST as a USIM OTA bearer

1) BEST as a Bearer Independent protocol

Although BEST re-uses 3GPP authentication to generate the secret keys used in the BEST secure channels, it does not require a 3GPP bearer to operate.  BEST can be transported over a TCP/IP, UDP/IP or non IP interface. This means that BEST EMSDP protocol can be used in a consistent way over many different types of bearers as long as one end of the secure tunnel has access to a USIM and the other end has access to a HSE.
2) HSE as a protocol converter for low bandwidth / high latency secure channel use

Many specifications and standards specify the use of TLS security for specific services (such as GSMA RSP).  However in a low bandwidth / high latency bearer environment such as NB-IoT, this may inefficient or unreliable due to the TLS size and protocol requirements.

Assuming that the HSE is in a suitably trusted environment, it could be used to convert TLS secure channels into BEST secure channels and visa versa to take advantage of the improved security efficientcy and battery efficiency.  In this scenario only the application at the UE end would need to be updated for BEST allowing existing server equipmen to be used transparently.
3) BEST multiple channels on a single bearer

One of the restrictions with many implementations of NB-IoT networks is that only a single APN is supported.  It is critical that most IoT devices are managed remotely, which in many cases requires the management service to have access to the UE at any time along with the User access (its real reason for being).

BEST supports the setup and use of multiple secure channels in parallel over the same bearer by using separate session ids.  As a very minimum, a BEST channel can be setup with no security allowing the EMSDP protocol to be used just to manage separate channels, it also of course works in the same way with security enabled.

BEST also supports the ability for each secure channel to have different security settings.

4) BEST as a PUSH service

BEST sessions can initiated at UE startup and then suspended as required.  By defining a specific standardised enterprise ID for a BEST channel a push service can be defined that simulates the SMS push service.

5) BEST as a USIM OTA bearer

BEST sessions can initiated at UE startup and then suspended as required.  By defining a specific standardised enterprise ID for a BEST channel a push service can be defined for the SIM OTA service.  
This could be implemented either as 

· a terminal application BEST termination point, in which case fully secured TS 102 115 / TS 102 226 OTA messages are passed to the USIM and the security of the EMSDP is not essential as part of the message security.
· A USIM application BEST termination point, in which case TS 102 115 may be used only to define the TAR. In this case the security of the EMSDP is essential as part of the message security.


