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1
Decision/action requested

It is proposed to accept the solution proposed in Conclusion for TS 33.501 and send an LS to CT1 group.
2
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3
Rationale

1    Introduction

At SA3#95bis, SA3 discussed an incoming LS (S3-192264/C1-193944)[1] from CT1 on "handling of native non-current 5G NAS security context after an inter-system change from the S1 mode to N1 mode in idle mode" and agreed on a response LS in S3-192279.

In the response LS, SA3 answered with regard to CT1's question 2:   

“

2)
If the answer to the question above is “YES”, what is the expected UE behaviour in step 5 with respect to integrity protection of the initial NAS message?

Answer: SA3 understands that this step 5 is about IDLE mode mobility since step 4 explicitly mentions IDLE mode mobility. According to TS 33.501 (see clause 8.2), the UE protects the RR message using native 5G context. Therefore, as the UE has a valid non-current native 5G security context, the UE shall make the non-current native 5G security context as the current one. Then in step 5, the UE shall protect the Registration Request using the current native 5G security context. 

SA3 would also like to inform that in the step 3 of the scenario (i.e. after the UE performs an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or 5GMM-CONNECTED mode), the UE shall discard any old mapped 5G security context (note: the mapped 5G security context would be deleted even if the UE does not have a native 5G security context).

“

While we agree with the first part of the answer (i.e. that the UE shall delete the mapped current 5G security context, make the native non-current 5G security context the current one, and use it to protect the Registration Request message), after further analysis of stage 2 we think that the second part of the answer (i.e. that the UE shall always discard any old mapped 5G security context upon performing an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or in 5GMM-CONNECTED mode) is not correct. In the present paper, we argue that introducing such a requirement in stage 2 would only complicate security procedures in certain other cases. 

2    Detailed analysis

2.1
Issue under discussion

The issue under discussion in CT1 was created by a stage 2 security requirement which is new in 5G:

If the UE performs an inter-system change from 4G to 5G in IDLE mode, it shall integrity protect the Registration Request using the native 5G security context, if any. The Registration Request shall contain the TAU request integrity protected using the current EPS security context. (See TS 33.501, subclause 8.2.)

This is different from 4G security where for the RAU procedure after an inter-system change from 2G/3G to 4G in IDLE mode, the UE is allowed to use any current EPS security context to integrity protect the RAU Request (not just a native one).

Observation 1: 5G requirement of using native 5G security context from the inter-system change from 4G to 5G in idle mode is different from the RAU procedure after an inter-system change from 2g/3G to 4G in Idle mode where any current EPS security context is used.

The issue is now caused by the fact that in certain scenarios the UE has a mapped current 5G security context when it performs inter-system change from 4G to 5G in IDLE mode and a native non-current 5G security context, and it has not been specified explicitly in stage 2 when and how the UE is to 'reactivate' the native non-current 5G security context so that the UE can use it to integrity protect the Registration Request message.

Note: The issue does not exist for inter-system change from 4G to 5G in CONNECTED mode, as for this case it is clearly specified that the UE creates a new mapped current 5G security context during the handover which is then used to integrity protect the Registration Request message (see TS 33.501, subclause 8.4.2, step 8 and 10).

Additionally, the security requirement creates a special case for the scenario when after the inter-system change to 5G the UE initiates the registration procedure and for this purpose transits from CMM-IDLE to CMM-CONNECTED mode, as generally, according to TS 33.501, subclause 6.8.1.2.1, the UE will use the current security context to integrity protect the initial NAS message:

The initial NAS message shall be integrity protected by the current 5G NAS security context if such exists using the distinct pair of NAS COUNTs together with the NAS connection identifier for this access. If no current 5G NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

Observation 2: In specific scenarios, it has not been explicitly specified in stage 2 when and how the UE is to reactivate the native non-current 5G security context. 

2.2
Solution proposed at SA3#95bis

At SA3#95bis it was claimed that there is a stage 2 requirement that the UE shall always discard any old mapped 5G security context upon performing an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or 5GMM-CONNECTED mode. Assuming that with the deletion of the mapped current 5G security context a possibly available native non-current 5G security context would automatically become the new current context, this would indeed avoid the issue.

However, when searching for such a requirement, we could only find one instance in subclause 6.8.1.1.1, Transition from RM-REGISTERED to RM-DEREGISTERED:

On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:

1.
If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.

2.
They shall delete any mapped or partial 5G NAS security contexts they hold.

Which is not applicable to inter-system change between 5G and 4G as the UE remains in RM-REGISTERED.

On the other hand, the only place where the reactivation of a native non-current 5G security context has been described is in subclause 6.9.4.2, NAS key re-keying:

To re-activate a non-current full native 5G security context after handover from E-UTRAN the UE and the AMF take the NAS keys into use by running a NAS SMC procedure according to clause 6.7.2.

Which is not applicable to inter-system change from 4G to 5G in IDLE mode.

Observation 3: S3-191912 has not solved this issue agreed by SA3#95bis because S3-191912 is specifying the necessary steps on the AMF side to reactivate the native non-current 5G security context, but it does not specify any requirements for the UE.

If there were such a requirement as described in the response LS, we would also expect that it is mentioned somewhere in subclause 8.3, Handover procedure from 5GS to EPS over N26, and 8.5, Idle mode mobility from 5GS to EPS over N26.

Observation 4: At SA3#95bis it was claimed that there is a stage 2 requirement that the UE shall always discard any old mapped 5G security context upon performing an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or 5GMM-CONNECTED mode. However, our analysis above shows that the issue still exists.

2.3
Handover procedure from 5GS to EPS over N26

In the description of the message flow in subclause 8.3.2, it is stated explicitly that the current 5G security context from which the AMF – and the UE – construct the mapped EPS security context can be a mapped or native:

If the UE is initially registered and connected to the 5GC, the 5GC has a current security context for the UE. The current 5G security context may be a mapped 5G security context resulting from previous mobility from EPC, or a native 5G security context resulting from a primary authentication with the 5GC. 

1.
The gNB/ng-eNB sends a Handover Required message to the AMF, including UE’s identity and UE’s security capabilities.

2.
When the source AMF performs a handover procedure to the EPC, after checking the UE's access rights and security capabilities, the source AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the source AMF shall derive a K’ASME using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 and then increments its stored downlink 5G NAS COUNT value by one. 


…

So the earliest point in time when the UE could delete the mapped current 5G security context would be after step 9 in figure 8.3.2-1 when the UE has generated the mapped EPS security context. However, nothing is mentioned in the paragraphs of step 9 to 11.

Observation 5: To solve Handover issues, UE could delete the mapped current 5G security context after step 9 in 8.3.2.1.

2.4
Idle mode mobility from 5GS to EPS over N26

According to the beginning of the description in subclause 8.5.2, the UE integrity protects the TAU Request message using the current 5G NAS security context:

1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped EPS GUTI derived from the 5G GUTI and its EPS security capabilities. The mapped EPS GUTI contains the information of the AMF that has the latest UE context in the 5G network.


The UE integrity protects the TAU Request message using the current 5G NAS security context identified by the 5G GUTI used to derive the mapped EPS GUTI. More precisely, the UE shall compute the NAS MAC for the TAU request as it is done for a 5G NAS message over a 3GPP access. The NAS Uplink COUNT for integrity protection of the TAU request shall use the same value as the 5G NAS Uplink COUNT. Consequently, this results in an increase of the stored NAS Uplink COUNT value in the NAS COUNT pair associated with the 3GPP access. The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.

…

However, according to the response LS the UE is required to delete the current 5G security context when it has performed inter-system change from N1 mode to S1 mode, i.e. when the UE has (re-)selected to the E-UTRA cell and before it initiates the TAU procedure. Nothing of this is mentioned in the description of step 1 above.

Moreover, if the UE deletes the mapped current 5G security context when it performs inter-system change from N1 mode to S1 mode, then there are additional issues with the above description for step 1:

If the UE does not have a native non-current 5G security context (because the 5G core network did not perform a 5G authentication), then the UE will not have any "current 5G NAS security context" to integrity protect the TAU Request message, although it still has the 5G GUTI from which it derived the mapped EPS GUTI. The above description does not cover this case. Further reactions for the AMF when the TAU Request message is not integrity protected and for the UE when it cannot derive a mapped EPS security context are also not covered in the subsequent steps:

4.
The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message as if it was a 5G NAS message received over 3GPP access.

5.
If the verification is successful, the AMF shall derive a mapped EPS NAS security context as described in clause 8.6.1. The AMF shall set the EPS NAS algorithms to the ones indicated earlier to the UE in a NAS SMC as described in clause 6.7.2. 


The AMF shall include the mapped EPS NAS security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system.

6.
The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF as described in clause 6.7.2. The UE shall immediately activate the mapped EPS security context and be ready to use it for the processing of the TAU Accept message in step 7.

…

Note also that even if a native non-current 5G security context is available on the UE side, it may be unavailable at the AMF, e.g., because this native context was created earlier when accessing a different PLMN.

Observation 6: It does not look like the text in subclause 8.5 were aware of any requirement to delete a mapped current 5G security context when the UE performs an inter-system change to 4G.
Observation 7: It is also not clear from the security point of view what would be the advantage of deleting such a mapped context if the UE does not have a native non-current 5G security context. It will only deprive the AMF to which the UE was registered of any possibility to check the authenticity of the request.

2.5
Conclusion

In our extensive search in TS 33.501, we did not find any hint for a requirement that the UE shall always discard any old mapped 5G security context upon performing an inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode or 5GMM-CONNECTED mode.

I.e., such a requirement does not exist, and as shown in section 2.4 (Idle mode mobility from 5GS to EPS), its introduction would cause further changes to UE and network requirements, and overall for some instances of idle mode mobility from 5GS to EPS it would have the disadvantage that the AMF is no longer able to check the authenticity of the request.

Therefore, we suggest that SA3 agrees that the scenario raised by CT1 is to be treated as a special case. This means:

Only when the UE performs idle mode mobility from EPS to 5GS, and the UE determines that it has a mapped current 5G security context, then the UE shall discard this mapped context; additionally, if the UE has a native non-current 5G security context, it shall make it the current one and use it to integrity protect the Registration Request message.

(Note: it is possible that the registration procedure fails, e.g., if the radio connection is lost, so the UE could also arrive at the situation that it does not have any current 5G security context, if it did not have a native non-current 5G security context when performing the idle mode mobility from EPS to 5GS. However, this is not crucial for subsequent registration attempts in 5G, as the UE can still integrity protect the TAU Request message included in the Registration Request message with its current EPS security context; on the other hand, if the UE returns to EPS without completing a registration procedure in 5G, it will initiate a TAU procedure including its 4G-GUTI as mobile identity and integrity protecting the TAU Request message with the current EPS security context, i.e., it will consider this as an "intra-EPS" TAU procedure.)
4
Detailed proposal

It is proposed that

1)  SA3 agree on the above proposal, which is also specified in the CR [S3-192631] submitted to this meeting.
2) Furthermore, SA3 should inform CT1 about the change in the requirements.
