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1
Decision/action requested

It is proposed to agree the CR S3-192617.
2
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3
Rationale

This contribution analyses the issue of registration with AMF re-allocation and compares potential solutions. The detailed changes are illustrated in the CR S3-192617.

4
Detailed proposal

4.1
The issue of registration with AMF re-allocation

As former discussions have identified the issue of registration with AMF re-allocation, it is summarized briefty as following:

After UE established security context with Intitial AMF, it will discard received messages which have not passed the integrity check. Unfortunately, the said context can not be transferred to the Target AMF in some cases of registration procedure with AMF re-allocation. Therefore, the registration will fail.
The registration with AMF re-allocation procedure defined in the TS 23.502[2] is quoted here. When step 7(B) applies, no security context is traferred to the Targest AMF. And former investigations show that the security context retrieved from Old AMF may not be the same with the one in the Initial AMF.
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Figure 4.2.2.2.3-1: Registration with AMF re-allocation procedure
4.2
Comparison of potential solutions
To solve this issue, several potential solutions may be considered:
Solution 1 - Exception on UE: 

Let UE not perform integrity check received Authenciation Request messages even after security exchanged established.
Evaluation: This solution has impact on both UE and Initial AMF. Furthermore, turning off integrity check of messages on UE may introduce security threat, e.g. false base station attackers may send forged messages to UE.

Solution 2 -  Signalling UE to revert: 

Initial AMF signalling to UE, indicating to revert to the previous security context.
Evaluation: This solution has impact on both UE and Initial AMF.Reverting to previous security context may fail in some cases. While reverting to unprotected has the same security threat as Solution 1.

Solution 3 – Feeding Old AMF

Initial AMF provides new security context to Old AMF, then Target AMF can retrieve correct security context from Old AMF.


Evaluation: This contribution has impact on Initial AMF and Old AMF. In scenarios that UE visited the network for the first time, this solution will not work, because there isn’t an Old AMF.
Solution 4 – Replacing 5G-GUTI

Initial AMF replaces the UE identity in the RR message to be rerouted with the new 5G-GUTI. Target AMFconsequently requests security context from Initial AMF.

Evaluation: This contribution has impact only to Initial AMF.

4.3
Conclusion
It is recommended to adopt solution 4.
The detailed proposed changes are captured in CR S3-192617. An LS to SA2 and CT1 is proposed in S3-192618.
_1621166730.doc
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8. Steps 4-22 of figure 4.2.2.2.2-1 or



Steps 8-22 of figure 4.2.2.2.2-1
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2. Optionally steps 4-9b of figure 4.2.2.2.2-1.
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