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1
Decision/action requested

It is proposed that SA3 approve the pCR.
2
References

3
Rationale

This pCR provides evaluation of Solution #16.
4
Detailed proposal

********BEGIN OF CHANGE******
6.16
Solution #16: OAuth 2.0 based authorization for Indirect communication without Delegated Discovery (Model C)

6.16.1
Introduction

The following figure, reproduced from clause 4.17.11 of TS 23.502, depicts the call flow for Model C.
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Figure 6.16.1-1 Procedure for Indirect Communication without delegated discovery

When Indirect Communication Model without delegated discovery (Model C) is used for Network Functions to interact with each other, the Service Communication Proxy (SeCoP) is mainly used for message forwarding and routing between two Network Functions. 

6.16.2 
Solution details

The Rel-15 procedure for OAuth based service access authorization, defined in clause 13.4 of TS 33.501, can be used for authorizing the NF consumer for service access in Model C scenarios. The OAuth 2.0 access token is obtained by the NF service Consumer and verified by the NF Service Producer. The SeCoP, which is forwarding and routing messages between the consumer and the producer, is not involved in OAuth-related procedures.

Editor’s Note: It is FFS whether the NFs can offload OAuth 2.0 functionality to Service Communication Proxy (SeCoP), including executing the required OAuth procedure to obtain the access token on the consumer side and verification of the access token on the producer side.

6.16.3
Evaluation

This solution addresses all requirements of key issue #22.
When Model C based indirect communication is used for communication between NFs, Rel-15 based service access authorization is used for authorizing NF consumer access to the services of the target NF producer.
The NF consumer is responsible for discovering and selecting the target NF producer. The NF consumer then uses Rel-15 OAuth access token request procedure to obtain an access token from the NRF. The NF producer uses Rel-15 access token verification procedure to verify and validate the access token.
6.21.3
Evaluation

 The above solution addresses all requirements of key issue #22.

When Model D based indirect communication is used for communication between NFs, the SeCoP handles all OAuth related authorization procedures in addition to discovering and selecting the target NF producer. 
On the consumer side, the SeCoP obtains an access token specific to the selected NF producer. On the producer side, the SeCoP verifies that the access token is applicable to the target NF producer before forwarding the service request to it.
The SeCoP implements HTTP transaction-level statefulness, that enables it to include the access token in the HTTP response message when forwarding the response from the NF producer, to the NF consumer. NF consumer may use the same access token for direct communication with the NF producer.
********END OF CHANGE********
