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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

TSN is a term reserved for IEEE usage, thus the key issue and solution are updated accordingly. Further, since SA2 already provides normative text, the key issue and the solution can be based on 23.501 details and are updated accordingly.
4
Detailed proposal

********* START OF CHANGE
5.4
Key Issues related to Security for TSC and 5GS interaction

5.4.1
Key Issue #4.1: Protection of interfaces that 5GS interacts with a TSN network
5.4.1.1
Key issue details

5GS may integrate with Time Sensitive Networking (TSN) as defined by IEEE 802.1Q, a technology that provides deterministic messaging on standard Ethernet. Time Sensitive Communication (TSC) as defined in TS 23.501 [7] allows the 5G System to be integrated transparently as a bridge in an external IEEE TSN network. 5G System specific procedures in 5GC and RAN, wireless communication links, etc. remain hidden from the TSN network. To achieve such transparency to the TSN network and the 5GS to appear as any other TSN Bridge.
This "logical" TSN bridge includes TSN Translator functionality for interoperation between TSN System and 5G System both for user plane and control plane. 5GS TSN translator functionality consists of Device-side TSN translator (DS-TT) and Network-side TSN translator (NW-TT). The 5GS provides multiple interfaces to external services/networks that can be used for integration of 5GS as a TSN bridge, such as N5, N6, N33. The interfaces interact with the TSN network need to be properly protected.
5.4.1.2
Security threats

In case the interfaces interact with a TSN network lack confidentiality, integrity and replay protection, it will be possible for an attacker to eavesdrop, modify data and replay packets.

5.3.1.3
Potential security requirements

The interfaces interacting with a TSN network shall support confidentiality, integrity and replay protection.
********** NEXT CHANGE

6.8
Solution #8: TSC security 

6.8.1
Introduction

This solution addresses key issue #4.1 on time sensitive communication (TSC). TSC allows the 5G System to be integrated transparently as a bridge in an IEEE TSN network,where
 the 5GS system acts as one or more TSN Bridges of a TSN network as defined by IEEE 802.1Q. This "logical" TSN bridge includes TSN Translator functionality for interoperation between TSN System and 5G System both for user plane and control plane. 5GS TSN translator functionality consists of Device-side TSN translator (DS-TT) and Network-side TSN translator (NW-TT).  The so-called 5GS Bridge is composed of the ports on  a single UPF (i.e. PSA) side, the user plane tunnel between the UE and UPF, and the ports on the DS-TT side. 
For each 5GS Bridge of a TSN network, the ports on NW-TT side support the connectivity to the TSN network, the ports on the DS-TT side are associated to the PDU Session providing connectivity to the TSN network.
6.8.2
Solution details

The 5G System is integrated transparently as one or several TSN Bridges in an IEEE TSN network. No changes to the security as specified in TS 33.501 [5] are needed for a TSN Bridge connecting via a 5GS TSN Bridge with another TSN Bridge.

********* END OF CHANGE

