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**** START OF CHANGES ****
6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and the serving network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF of the home network to the SEAF of the serving network.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. A concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

The anchor key KSEAF is derived from an intermediate key called the KAUSF. The KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key. 
NOTE X: For standalone non-public networks when a non-AKA authentication method is used, Annex Z.2 applies.
NOTE 1:
This feature is an optimization that might be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]). The details of this feature are operator-specific and not in scope of this document.

NOTE 2:
A subsequent authentication based on the KAUSF stored in the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

NOTE 2a:
Void. 

UE and serving network shall support EAP-AKA' and 5G AKA authentication methods.

NOTE 2b: It is the home operator's decision which authentication method is selected. 

The USIM shall reside on a UICC. The UICC may be removable or non-removable.

NOTE 3:
For non-3GPP access networks USIM applies in case of terminal with 3GPP access capabilities.

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA' and 5G AKA for non-3GPP access networks shall reside on the UICC.

NOTE 4:
EAP-AKA' and 5G AKA are the only authentication methods that are supported in UE and serving network, hence only they are described in sub-clause 6.1.3 of the present document. For a private network using the 5G system as specified in [7] an example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B.
6.1.1.2
EAP framework

The EAP framework is specified in RFC 3748 [27]. It defines the following roles: peer, pass-through authenticator and back-end authentication server. The back-end authentication server acts as the EAP server, which terminates the EAP authentication method with the peer. In the 5G system, the EAP framework is supported in the following way: 

-
The UE takes the role of the peer. 

-
The SEAF takes the role of pass-through authenticator. 

-
The AUSF takes the role of the backend authentication server.

**** NEXT CHANGE ****
6.1.1.4.1
Serving network name

The serving network name is used in the derivation of the anchor key. It serves a dual purpose, namely:

-
It binds the anchor key to the serving network by including the serving network identifier (SN Id).

-
It makes sure that the anchor key is specific for authentication between a 5G core network and a UE by including a service code set to "5G".

In 5G AKA, the serving network name has a similar purpose of binding the RES* and XRES* to the serving network. 

The serving network name is the concatenation of a service code and the SN Id with a separation character ":" such that the service code prepends the SN Id. 

NOTE:
No parameter like 'access network type' is used for serving network name as it relates to a 5G core procedure that is access network agnostic.

The SN Id identifies the serving PLMN and, except for standalone non-public networks, is defined as SNN-network-identifier in TS 24.501[35].
NOTE X: For standalone non-public networks, the definition of SN Id is given in Annex Z.3.
**** NEXT CHANGE ****
6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys are described in clause 5.1.3. The following describes the keys of the key hierarchy generation in a 5GS in detail.:
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Figure 6.2.1-1: Key hierarchy generation in 5GS 

The keys related to authentication (see Figure 6.2.1-1) include the following keys: K, CK/IK. In case of EAP-AKA', the keys CK', IK' are derived from CK, IK as specified in clause 6.1.3.1.

The key hierarchy (see Figure 6.2.1-1) includes the following keys: KAUSF, KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRRCint, KRRCenc, KUPint and KUPenc.

Keys for AUSF in home network:

-
KAUSF is a key derived

-
by ME and AUSF from CK', IK' in case of EAP-AKA', CK' and IK' is received by AUSF as a part of transformed AV from ARPF; or,

-
by ME and ARPF from CK, IK in case of 5G AKA, KAUSF is received by AUSF as a part of the 5G HE AV from ARPF. 

-
KSEAF is an anchor key derived by ME and AUSF from KAUSF.  KSEAF is provided by AUSF to the SEAF in the serving network.

Key for AMF in serving network:

-
KAMF is a key derived by ME and SEAF from KSEAF. KAMF is further derived by ME and source AMF when performing horizontal key derivation. 

Keys for NAS signalling: 

-
KNASint is a key derived by ME and AMF from KAMF, which shall only be used for the protection of NAS signalling with a particular integrity algorithm.

-
KNASenc is a key derived by ME and AMF from KAMF, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. 

Key for NG-RAN:

-
KgNB is a key derived by ME and AMF from KAMF. KgNB is further derived by ME and source gNB when performing horizontal or vertical key derivation. The KgNB is used as KeNB between ME and ng-eNB.

Keys for UP traffic: 

-
KUPenc is a key derived by ME and gNB from KgNB, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key derived by ME and gNB from KgNB, which shall only be used for the protection of UP traffic between ME and gNB with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key derived by ME and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key derived by ME and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause A.10. 

-
KNG-RAN * is a key derived by ME and NG-RAN (i.e., gNB or ng-eNB) when performing a horizontal or vertical key derivation as specified in Clause 6.9. 2.1.1 using a KDF as specified in Clause A.11/A.12. 

-  K'AMF is a key that can be derived by ME and AMF when the UE moves from one AMF to another during inter-AMF mobility as specified in Clause 6.9.3 using a KDF as specified in Annex A.13.

Key for the non-3GPP access:

-
KN3IWF is a key derived by ME and AMF from KAMF for the non-3GPP access. KN3IWF is not forwarded between N3IWFs. 
NOTE X: The key hierarchy for standalone non-public networks when a non-AKA authentication method is used is given in Annex Z.2.3.
**** NEXT CHANGE ****
6.2.2
Key derivation and distribution scheme

6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

Keys in the AUSF

In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from CK' and IK' for EAP-AKA' as specified in clause 6.1.3.1. The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.

Keys in the SEAF

The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF. Once KAMF is derived KSEAF shall be deleted.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE 1: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE 2: 
The SEAF is co-located with the AMF.

Keys in the AMF

The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall, based on policy, derive a key K'AMF from KAMF for transfer to another AMF in inter-AMF mobility. The receiving AMF shall use K'AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.9.3. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer. 

The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.9.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF when KAMF is received from SEAF, or when K’AMF is received from another AMF. 

Keys in the NG-RAN

The NG-RAN (i.e., gNB or ng-eNB) receives KgNB and NH from the AMF. The ng-eNB uses KgNB as KeNB.

The NG-RAN (i.e., gNB or ng-eNB) shall generate all further access stratum (AS) keys from KgNB and /or NH. 

Keys in the N3IWF

The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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Figure 6.2.2-1: Key distribution and key derivation scheme for 5G for network nodes
NOTE X: The key derivation and distribution scheme for standalone non-public networks, when a non-AKA authentication method is used, is given in Annex Z.2.3.
6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Figure 6.2.2-2 shows the corresponding relations and derivations as performed in the UE.


[image: image3.emf]K

AMF

K

gNB*

K

RRCenc

K

RRCint

K

UPenc

K

UPint

KDF KDF KDF KDF

KDF

K

gNB

NH

KDF

N-RRC-int-alg, Alg-ID

  N-RRC-enc-alg, Alg-ID

256

256

256

256 256 256 256

NAS UPLINK

 COUNT

256

256

256

PCI, ARFCN-DL

Trunc Trunc Trunc Trunc

K

UPint

K

UPenc

K

RRCint

K

RRCenc

256

256 256 256

128 128 128 128

K

NASint

K

N3IWF

K

NASenc

256

256

256

256

128

KDF

256

K

NASenc

K

NASint

128

KDF

KDF

Trunc

Trunc

K

SEAF

KDF

SUPI,ABBA

CK,IK

K

AUSF

KDF

K

AUSF

SN name, SQN XOR AK 

KDF

256

256

256

256

KDF KDF

CK¶,IK¶

256

256

SN name

NAS UPLINK

 COUNT

RFC5448

SN name 

KDF

NH

K

gNB

N-NAS-int-alg, 

Alg-ID

N-NAS-enc-alg, 

Alg-ID

NAS DOWNLINK 

COUNT

USIM

ME

K

UE

  N-UP-enc-alg, Alg-ID

  N-UP-int-alg, Alg-ID

KDF

SN name 

256


Figure 6.2.2-2: Key distribution and key derivation scheme for 5G for the UE

Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

If provisioned by the home operator, the USIM shall store the Home Network Public Key used for concealing the SUPI.

Keys in the ME

The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.

The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.

The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.

The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 

Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM is present at the ME.
NOTE X: The key derivation and distribution scheme for standalone non-public networks when a non-AKA authentication method is used is given in Annex Z.2.3.
**** NEXT CHANGE ****
Annex Z (normative): Non-public networks
Z.1
General

This Annex provides details on security for non-public networks. Most of the security procedures are the same as public networks so this annex only summarizes and specifies where there are exceptions to the normal procedures. 
The feature for support of non-public networks (NPN) by 5GS is described in clause 5.30 of 23.501 [2].


Z.2
Authentication in standalone non-public networks
Z.2.1
General
One of the major differences of non-public networks is that authentication methods other than AKA based ones may be used in a standalone non-public networks. When an AKA based authentication method is used, clause 6.1 shall apply. When a non-AKA based authentication method is used, only the non-AKA specific parts of clause 6.1 shall apply. An example of running a non-AKA authentication method is given in Annex B. 
For a UE that does not access public networks, the choice of the supported authentication methods is left to the stakeholders, i.e. it is not required to support any AKA authentication method. However, it is required that any chosen EAP method is a key generating method. 
Z.2.2 
EAP framework, selection of authentication method, and EAP method credentials
The EAP authentication framework is supported by the 5GS as described in clause 6.1.1.2. 
The UE and the serving network may support 5G AKA, EAP-AKA', or any other key-generating EAP authentication method. 
Selection of the authentication methods is dependent on NPN configuration.
NOTE 1: For AKA based authentication methods the selection is described in clause 6.1.2. For non-AKA based authentication, it is the NPN operator deployment specific and out of scope of this specification.
When a non-AKA EAP authentication method is selected, the chosen method determines the credentials needed in the UE and network. These credentials, called the EAP method credentials, shall be used for authentication; and the UE part and network part of the EAP method credentials shall reside in the UE and AUSF respectively.
NOTE: Secure storage and processing of the credentials in the UE and the network are not defined. 
Z.2.3
Key hierarchy, key derivation and key distribution 
The text in clauses 6.2.1 and 6.2.2 cannot apply directly for a non-AKA EAP authentication method as these clauses assume that an AKA based authentication method is used. The major differences are the way in which KAUSF is calculated and that the UDM/ARPF is not necessarily involved in the key derivation or distribution.
Depending on the selected authentication method, the KAUSF is generated as follows:

· For 5G AKA and EAP-AKA' refer to clause 6.2.1.
· When using a non-AKA EAP authentication method, the key derivation of KAUSF is based on the EAP method credentials in the UE and AUSF and shall be done as shown in Figure Z.2.3-1.
NOTE: This key derivation replaces clauses 6.2.1 and 6.2.2 for the generation of KAUSF for non-AKA EAP authentication methods.
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Figure Z.2.3-1: KAUSF derivation for generic non-AKA EAP authentication methods

KAUSF shall be derived by the AUSF and UE from the EMSK created by the EAP authentication as for EAP-AKA'.
All of figures 6.2.1-1, 6.2.2.1-1 and 6.2.2.2.2-1 from the KAUSF downwards are used without modification. Similarly, text relating to the key hierarchy, key derivation and key distribution in clauses 6.2.1-1, 6.2.2.1-1 and 6.2.2.2.2-1 for keys derived from KAUSF (e.g. KSEAF, KAMF, KgNB etc) apply without modification.
Editor’s note: It is FFS if the above capture all the necessary text for using a non-AKA authentication method.
Z.3
Serving network name for standalone non-public networks
Z.3.1
General
The identification of standalone non-public networks uses NPN ID in addition to PLMN ID. This means the definition of SN Id in clause 6.1.1.4.1 for the derivation of KSEAF for all authentication methods, CK' and IK' for EAP-AKA', and KAUSF and (X)RES* for 5G AKA needs modification for standalone non-public networks. 
Z.3.2
Definition of SN Id for standalone non-public networks
For standalone non-public networks, the SN Id (used in the input for various key/parameter derivations) is defined as follows:

SN Id = PLMN*:NPN ID

with PLMN* equal to either a PLMN ID or a shortened one.
Editor’s note: The exact coding format of PLMN* and NPN ID will need to be taken based on the conclusion on what to broadcast for standalone non-public networks is made by other groups.

**** END OF CHANGES ****

�Changes over changes to indicate the update in comparison to S3-192453
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