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Decision/action requested

Endorse the proposal in the paper
2
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3
Rationale

Comments are inserted below relevant text from the LS S2-1908629.
“1. Overall Description:

SA2 thanks RAN2 for the LS on Mobile-Terminated Early Data Transmission (MT-EDT) and would like to inform RAN2, RAN3, SA3, CT1 and CT4 about SA2’s considerations.

1. MT-EDT indication and DL data size

SA2 has agreed that for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation, if the MME decides to initiate MT-EDT, it is feasible for the MME to include both the MT-EDT indication and DL data size in the S1 paging message to assist RAN to invoke the MT-EDT procedures.

SA2 discussed how the MME can decide to initiate the MT-EDT procedure. MME may consider the traffic pattern that is received as part of the subscription information. 
Nokia comment: SA2 agreess that for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation, if the MME decides to initiate MT-EDT, it is feasible for the MME to include both the MT-EDT indication and DL data size in the S1 paging message to assist RAN to invoke the MT-EDT procedures
SA2 also discussed how to provide the DL data size in the S1 paging message. For CP CIoT EPS Optimisation with MME buffering, the MME can know the DL data size, so it is feasible for MME to provide the DL data size in S1 paging message. For UP CIoT EPS Optimisation and CP CIoT EPS Optimisation with SGW buffering, only the SGW knows the DL data size. SA2 will further discuss how SGW knows whether tosend the MT-EDT data size to the MME.

Nokia comment: For CP CIoT EPS Optimisation with MME buffering and UP CIoT EPS Optimisation, there are ways to determine DL data size and indicate to RAN.
Furthermore, SA2 understands that if the DL data size is provided in the S1 paging message, it is not necessary to also include the MT-EDT indication. The MME includes DL data size only if MME decides that the traffic is of MT-EDT type.
2. Security and incorrect charging issue

SA2 has discussed the RAN2 message 2 and message 4 solutions for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation. For the MT-EDT with message 4 solution, SA2 assumes re-use of the MO-EDT security procedure.

For the MT-EDT with message 2 solution:

· for CP CIoT EPS Optimisation, the MME cannot receive the Control Plane Service Request (CPSR) NAS message prior to sending the DL Data. According to SA2 this requires that the MME shall not delete the DL Data before receiving a ciphered and integrity protected NAS ACK message from the UE. Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN. 
Nokia comment: For Msg2 based solution for MT-EDT, The UE is expected to be paged with a dedicated assigned resource, which the UE uses in the RACH procedure. MT DL data is sent in the  DL Msg2 in response to receving the dedicated preamble. A new security solution is needed to prevent an illegitimate UE to receive the data. For this the base station may have to keep the data till a positive acknowledgement from the correct UE is received. Incorrect charging to a UE needs to be avoided, by ensuring that data is delivered to the correct UE. 
For Msg4 based solution, MT DL data is sent in Msg4 after the random access procedure. The authenticity of Msg3 could be validated by existing methods. The data in Msg4 could be protected based solution existing security solutions. 
But from a signalling and power saving point of view, Msg2 based solution would be desirable for MT-EDT, particularly for CIoT devices.
It is proposed that SA3 replies to the LS that a Msg 2 based solution needs a new security solution, whereas Msg4 based solution can be secured by existing security solutions. The final choice of solutions between Msg2 or Msg4 can be left to RAN2 or SA2.

· for UP CIoT EPS Optimisation, the authentication token is not included in the current Random Access Preamble message. SA2 is not clear how the network confirms the message was received from a legitimate UE and how to activate the security for the MT-EDT payload. 
Nokia Comment: For UEs supporting UP CIoT EPS Optimisation, how to deliver the the packet over a UP RB, with security need to be studied.

Q1: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.

Q2: SA2 asks SA3 to provide feedback on the SA2 assumptions and potential security issues for MT-EDT options discussed above.

3. Fallback from MT-EDT to normal user plane DL data transmission

The MME cannot always accurately determine that there is only one DL packet, e.g. when the UE may have multiple PDN connections, or a MT SMS arrives for the UE at the same time with DL data intended to be sent with MT-EDT. Therefore, it is required the overall procedure for both CP and UP CIoT EPS Optimisations to support mechanisms to fallback from MT-EDT procedure to normal DL data transmission.

Nokia comment: Mechanism to fall back from MT-EDT procedure to normal procedure should be supported.
4. MT-EDT supported in 5GC

Control Plane Optimisation and User Plane Optimisation are supported in 5GC in Rel-16. In order to have a complete feature set in 5GS and EPS, SA2 recommends that the same mechanism for MT-EDT should also be defined for 5GC. 

Nokia comment: Same solutions should be applicable for LTE and 5GC.
2. Actions:

To: RAN2, RAN3, CT1, SA3, CT4

ACTION: 
SA2 kindly asks RAN2, RAN3, SA3, CT1 and CT4 to take the above information into account, answer the questions above and provide feedback if any.”
