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1
Decision/action requested

This pCR introduces a new key issue to eV2X SI TR 33.836, ver0.2.0.
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3
Rationale

The latest TR 33.836 [1] contains solutions for L2 ID update procedure. However, they do not account for the situation where the L2 ID update procedure is not successfully completed. In this sense, current solutions for L2 ID update procedure lack robustness and reliability in order to ensure that the upper layer application communication can continue without having negative side effects. 

This contribution proposes a new key issue on increasing robustness and reliability in L2 ID update procedure in TR 33.836 [1]. The justification is given in the proposed text below.
4
Detailed proposal

*** START OF CHANGE ***
5.X
Key Issue #X: Robustness and reliability in L2 ID update procedure
5.X.1
Key issue details
The unicast mode communication involves 2 peer UEs. The L2 ID update procedure in unicast mode as defined in TS 23.287 clause 6.3.3.2 describes a simple request-response communication between the 2 peer UEs. However, this procedure can always fail due to various factors, such as either side failing to receive the message from the peer UE successfully. Possible reasons may include factors such as dynamically changing RF condition in PC5 interface.
If the L2 ID update procedure fails, the end result is that the L2 ID remains unchanged even after the defined duration of periodic L2 ID update expires. Consequently, upper layer application communication continues to use the same L2 ID.  This defeats the purpose of privacy protection over PC5 interface.
In groupcast and broadcast mode, there are multiple UEs involved with the communication. In this case, it's possible that one or more receiving UE(s) may fail to receive the L2 ID update message successfully.  As the number of UEs in the groupcast or broadcast mode communication grows, the chance of at least 1 UE failing to receive the message correct increases proportionally. In such case, it will result in the situation that one or more member UE(s) fails to update the L2 ID while all other UEs have successfully updated the L2 ID.  In this case, it is not trivial to avoid or recover from such condition so that all involved UEs are in-sync with the L2 ID update of a UE.
Given that the upper layer application communication needs to continue unaffected by the underlying L2 ID update events while still satisfying the privacy protection requirement, it's important that the L2 ID update procedure is sufficiently robust and reliable in all modes of communication.
5.X.2
Security threats
The L2 ID update procedure is the security mechanism to satisfy the privacy protection over PC5 interface.  However, if this necessary security mechanism fails, then it will affect the upper layer application communication.  This case is applicable to all modes of communication (unicast, groupcast and broadcast).  In this respect, the security solution for privacy protection (i.e. the L2 ID update procedure) needs to have sufficient level of robustness and reliability.
5.X.3
Potential security requirements

The privacy protection mechanism in PC5 interface shall be robust and reliable in unicast mode.
The privacy protection mechanism in PC5 interface shall be robust and reliable in groupcast mode.
The privacy protection mechanism in PC5 interface shall be robust and reliable in broadcast mode.
*** END OF CHANGE ***
