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1
Decision/action requested

This pCR introduces a new solution to eV2X SI TR 33.836, ver0.2.0.
2
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3
Rationale

This contribution proposes a new solution for key issues on privacy protection in groupcast and broadcast communication [2] over PC5 interface. This solution applies to groupcast, and broadcast modes.
4
Detailed proposal

*** START OF CHANGE ***
6.Y
Solution #Y: Privacy protection for groupcast and broadcast message over PC5
6.Y.1
Introduction

This solution addresses the key issue #3 "Privacy protection for groupcast messages over PC5" and key issue #X "Privacy protection for broadcast messages over PC5".
6.Y.2
Solution details
6.Y.2.1
L2 ID update in groupcast communication
The L2 ID update procedure in groupcast communication over PC5 is described in Figure 6.Y.2.1-1.
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Figure 6.Y.2.1-1: Procedure for privacy protection for groupcast communication over PC5
0.
Groupcast communication has been established and is in progress.

1.
UE1 generates its new L2 ID. At this time, UE1 generates verification information so that the peer UE can verify that this L2 ID change is indeed sent by the legitimate UE that currently uses the L2 ID that the peer UE is aware of in this group communication.  This verification information may be such as hash result of identities consisting UE1's unique information. For example, input to the hash function may include identities such as currently used L2 ID, newly generated L2 ID, V2X service type (e.g. PSID/ITS-AID), etc. 
NOTE 1:
This event is triggered in the UE by, e.g. request from the upper layer or timer expiration as specified in TS 23.287 [4].
NOTE 2:
The exact definition of the input parameters and hash function may be left to the normative phase.
2.
UE1 sends Link Identifier Update Request message to its peer UEs in the group, including the UE1's new L2 ID and its verification information.
3.
Each of the other member UEs in this group communication verifies the received verification information, and checks if the hashed value that UE2 obtained matches the one received in the message in step 2 above.  If successful, then each of the other member UEs accepts the new L2 ID as the UE1's new L2 ID.

4.
(optional for groupcast mode) In groupcast communication, each member UEs sends Link Identifier Update Response message, including the verification result obtained in step 3. This step may be optionally done depending on factors, such as the number of UEs in the groupcast communication. It may be suboptimal to carry this step out if the number of UEs in the groupcast becomes large.
5.
UE1 starts using the new L2 ID in the subsequent messages as the source L2 ID in the groupcast communication. Each of the other UEs in the group starts accepting the UE1's new L2 ID as the source L2 ID sent from UE1, and starts using UE1's new L2 ID as the destination L2 ID sent from each of the other UEs.  
6.Y.2.2
L2 ID update in broadcast communication

The overall procedure is similar to the groupcast communication scenario in clause 6.Y.2.1-1. The difference is that no confirmation is sent by the receiving UEs. This is due to the nature of broadcast communication where the receivers are not managed (i.e. anybody can listen).
The L2 ID update procedure in broadcast communication over PC5 is described in Figure 6.Y.2.2-1.
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Figure 6.Y.2.2-1: Procedure for privacy protection for broadcast communication over PC5
0.
Broadcast communication has been established and is in progress.

1.
UE1 generates its new L2 ID. At this time, UE1 generates verification information so that the peer UE can verify that this L2 ID change is indeed done by the legitimate UE that currently uses the L2 ID that the peer UE is aware of in this communication.  This verification information may be such as hash result of identities consisting UE1's unique information. For example, input to the hash function may include identities such as currently used L2 ID, newly generated L2 ID, V2X service type (e.g. PSID/ITS-AID), etc 

NOTE 1:
This event is triggered in the UE by, e.g. request from the upper layer or a timer expiration.

NOTE 2:
The exact definition of the input parameters and hash function may be left to the normative phase.

2.
UE1 sends Link Identifier Update Request message to its peer UEs in the group, including the UE1's new L2 ID and its verification information.

3.
Each of the other member UEs in this communication verifies the received verification information, and checks if the hashed value that UE2 obtained matches the one received in the message in step 2 above.  If successful, then each of the other member UEs accepts the new L2 ID as the UE1's new L2 ID.

4.
UE1 starts using the new L2 ID in the subsequent messages as the source L2 ID in the broadcast communication. Each of the other UEs in the group starts accepting the UE1's new L2 ID as the source L2 ID sent from UE1, and starts using UE1's new L2 ID as the destination L2 ID sent from each of the other UEs.  
6.Y.3
Evaluation

This solution provides a verifiable L2 ID update procedure, where the receiving UEs in the groupcast group can verify the authenticity of the L2 ID update message sent by the UE. If the authenticity is not validated, then the receiving UEs in the group can reject the update message. This prevents the malicious entity to send fake L2 ID update message and have it blindly accepted by the peer UEs without verifying its authenticity. 
*** END OF CHANGE ***
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3. each groupcast member verifies the UE1's verification info. 
If successful, accept the UE1's  new L2 ID.
4.a. Link identifier update response 
(UE1's verification result)
4.b. (same with 4.a)
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5. All members in the groupcast starts to use the UE1's new ID.
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0. Broadcast communication in progress
1. Generate new L2 ID and verification information
2. Link identifier update request 
(UE1's new L2 ID, verification info)
3. all receiving UE verifies the UE1's verification info. 
If successful, accept the UE1's  new L2 ID.
4. All members in the broadcast starts to use the UE1's new ID.



