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1
Decision/action requested

This pCR introduces a new key issue to eV2X SI TR 33.836, ver0.2.0.
2
References

[1]
TR 33.836, v0.2.0 (2019-06)
3
Rationale

This contribution proposes a new key issue on privacy requirement in broadcast mode. The justification is given in the proposed text below.
4
Detailed proposal

*** START OF CHANGE ***
5.X
Key Issue #X: Privacy protection for broadcast messages over PC5

5.X.1
Key issue details
Key issue #3 addresses the needs of privacy protection for groupcast communication over PC5. Similar to groupcast, broadcast is also 1-to-many communication mode where there are multiple recipients of the message, except that the number of recipients in broadcast mode is unknown.  If the same L2 ID is used by a UE for a certain period of time, it is possible to track and identify the source of the message.
It should be noted that other V2X technologies (e.g. IEEE 1609 and ETSI ITS) which are based on IEEE 802.11p define communication modes equivalent to "broadcast", "groupcast", and "unicast" mode.  In these standards, the use of "pseudonym" for privacy protection purpose is applicable to all communication modes.  On the contrary, the latest SA2 stage 2 for eV2X in TS 23.287 [4] clause 6.3.3.2 discusses the periodic L2 ID change in unicast mode only.
According to TS 23.287 [4] clause 5.1.2.1 and 5.6.1.1, the privacy support requirement is determined based on the type of V2X service (e.g. PSIDs or ITS-AIDs of the V2X applications), and it is independent of the type of communication mode (i.e. broadcast, groupcast, and unicast) is independent). Therefore, it means that privacy requirement is applicable to all communication modes. 
It should be noted that, in broadcast mode, any entity can receive the messages and who should receive the messages is not managed (i.e. you don't know who is listening). In this respect, the privacy needs in broadcast mode is even more acute than unicast or groupcast modes. 
5.X.2
Security threats
An adversary that is capable of connecting and linking L2 identities to a real or a long-term eV2X endpoint identity will be able to track and trace the endpoint in space and time. Such traceability and linkability will be an attack on eV2X endpoint privacy.
5.X.3
Potential security requirements

The 5G System shall provide means for mitigating linkability attacks on L2 identities in eV2X broadcast communications.
The 5G System shall provide means for mitigating traceability attacks on L2 identities in eV2X broadcast communications.
*** END OF CHANGE ***
