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1
Decision/action requested

Approve the following changes to Section 5.13 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 12.  This document adds some.
4
Detailed proposal

5.13
Key Issue 12: Where the is my function
5.13.1
Key issue detail

Similar to the key issue 11 Where are my Keys and Confidential Data and key issue 5 Data Location and Lifecycle, for some VNFs (or sub components) it is necessary to know exactly where a VNF is (or at least in which data centre it resides). The same also applies in the case of physical attack in post event forensic scenarios. 

By default, cloud hosting environments do not by nature provide an attestable guarantee of physical location of a host or VM. It is possible to indirectly attest location through host IDs but as with SA3 studies on physical locking down femto cells to specific locations have shown, it is possible to move a host from one location to another. 3GPP functions such as AUC, UDM or LI functions need to be attestable within to specific physical location boundaries and those boundaries need to be attestable within 3GPP scope. ETSI TR NFV-SEC 016 [9] discusses some of these issues, but the additional 3GPP specific constraints required, are within the scope of 3GPP and not ETSI ISG NFV.

Furthermore, if functions such as SEPP are supposed to be the physical boundary of the network then it may be necessary to be able to constrain them and the SDN routing to them, to specific physical locations.
5.13.2
Security threats
VNFs might be instantiated in or migrated to locations which are not appropriate for the services provided or which violate legal requirements or regulations.

5.13.3
Potential security requirements
It should be possible to bind a VNF to a specific host or group of hosts, using hypervisor rules or otherwise.  These controls should be enforced by secure hardware backed attestation of the health and security of the host.  Controls should be enforced at boot time and each time a function is migrated.

Note:  This requirement relies on the VNF trusting the virtualisation layer to implement the rules applied.

