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1
Decision/action requested

Approve the following changes to Section 5.5 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 4.  This document adds some.
4
Detailed proposal

5.5
Key Issue 4: Common Software Environment

5.5.1
Key issue detail

Older SS7 circuit switch networks typically had much lower security than current 3GPP NFs. Their proprietary implementations, non-IP protocols (e.g. X25) and lack of flexible deployment options provided a high degree of security by obscurity. By comparison virtualised release 15 onwards implementations will provide a much higher level of basic security but the common software platform on which functions are implemented will introduce new risks.

In legacy PNF implementations each vendor typically used a proprietary platform and software with a few common web server or OS elements. This meant that if a vulnerability or zero-day exploit was found and utilised by an attacker, this generally only compromised one NF. This would give the attacker access to data on that NF and the communication links into and out of that NF but the attacker would not have an advantage in attacking the next NF in the chain. Except in really poor implementations relying on network edge security only, the risk of a cascade failure is minimal with PNFs.

In virtualised implementations all NFs are implemented using a common software platform such as OpenStack [8]. While vendors may produce tweaked variants, the code core will be largely identical. Similarly, OS, Hypervisor and VM software will be identical or from a limited set of variants. What this means is that if an attacker is able to identify a software vulnerability in one VNF, that vulnerability will likely exist in many other VNFs making the attackers job much easier and increases the risk of a cascade security failure of the network. If network security functions (e.g. SEPP) use the same software core or are in the same virtualisation layer trust domain as the functions they are protecting the risk further increases if a software vulnerability occurs.

5.5.2
Security threats

If a vulnerability is found in software used across multiple VNFs then an attacker might be able to exploit all of these VNFs with the same attack.  The vulnerability might allow the attacker multiple access points into the network, or may allow them to move laterally through the network.

Use of a common software platform might give an attacker more information about how to traverse a network, meaning that compromise of one NF might allow them to move through connected VNFs using implicit trust.
5.5.3
Potential security requirements

Network interfaces should be locked down so that they only accept a restricted number of expected protocols. 

Network management should be encrypted and should only be allowed from specific devices and/or networks.  Multi-factor authentication should be used to log into administrator accounts.

An alert should be raised if a network function sends traffic to a network function it should not communicate with or otherwise behaves unexpectedly.
