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Decision/action requested

Approve proposed corrections for TR 33.835
2
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3
Rationale

This contribution proposes a new Key Issue for TR 33.835-0.5.0 focusing on authentication and key management for applications based on 3GPP credentials in environments involving an HTTPS browser deployed on the UE.
5
Background
3GPP has developed schemes (e.g., GBA and BEST) that enable the generation of application and 3GPP service keys based on 3GPP credential. GBA [2] specify the UE and the network behaviour in a non-roaming as well as in roaming environments.
TS 33.222 [3] enables the generation of application and 3GPP service keys based on 3GPP credential in environments involving an HTTPS browser deployed on the UE. Such architecture increases the flexibility of the bootstrapping of application security from the 3GPP access credentials. 
5
Detailed proposal

*********************************************** Start of Changes 1 ************************

5.Z
Key Issue #Z: AKMA in a browser environment
5.Z.1
Issue details

The GBA specified in TS 33.220 [2] is a mechanism to bootstrap the security between a NAF and a UE.

TS 33.222 [3] enables the generation of application and 3GPP service keys based on 3GPP credential in environments involving an HTTPS browser deployed on the UE. Such architecture increases the flexibility of the bootstrapping of application security from the 3GPP access credentials.
Current AKMA Study does not explicitly list scenarios addressed in TS 33.222 [3]. However, such scenarios are important due to the elasticity, ease of management (e.g., simplicity of management) and industry-wide deployment of HTTPS browsers.  Studying of AKMA in the browser/HTTPS environments on the UE is important for AKMA adoption in the industry.

5.Z.2
Security Threats
TBD
5.Z.3
Potential security requirements

- 
TBD
************************************************** End of changes 1 **********************
