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Decision/action requested

Approve the proposed solution in TR 33.819
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Rationale

This contribution proposes a solution to address PNiNPN related key issue #6.2: CAG ID Privacy.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.x
Solution #x: DH based solution for CAG ID privacy
6.x.1
Introduction
This solution addresses PNiNPN related key issue #6.2: CAG ID privacy.
This solution aims to provide a method to protect the CAG ID(s) transmitted during the CAG access control mechanism (i.e., over unicast or broadcast messages). 

The UE selects a CAG cell after finding a hash value of one of its Allowed CAG ID(s) matching one of the hash values of CAG ID(s) broadcasted by the CAG cell. The UE establishes a shared secret with the gNB using a Diffie-Hellman based key agreement protocol (e.g. ECDH) and derives a secret key to protect its matching CAG ID in the AS layer during AS connection establishment. The UE is allowed to access the CAG cell if the provided protected CAG ID matches one of the cell supported CAG ID(s) or according to policy exceptions (e.g., emergency services access only). The UE is denied access otherwise.

6.x.2
Solution details
The solution shown in Figure 6.X.2-1 details a procedure for CAG Cell selection and access with a CAG ID protected using a ECDH key agreement protocol. 
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Figure 6.X.2-1 UE transmitted CAG ID protection using an ECDH based key agreement protocol
0. The UE is configured with an Allowed CAG list from the HPLMN. The RAN, e.g., gNB is configured with supported CAG ID(s). The UE and gNB are configured with EC domain parameters (e.g., curve25519)
1.
The gNB performs the following operations:
a. generates an ephemeral private key x (e.g., a random 32 bytes number) 
b. generates an ephemeral public key K_A using x (e.g., K_A = X25519(x, 9), where 9 is the curve base point)
c. generates a pseudo-random number (e.g., RAND_CELL = least significant n bits of K_A)
d. computes the hash value for each of its configured CAG ID(s) using RAND_CELL
By computing RAND_CELL as a function (e.g., truncation) of K_A, the CAG IDs hash values are bound to ephemeral public key K_A. This enables the protection of the DH key agreement against a MiTM attack where the attacker tries to replace the gNB K_A by its own to establish a shared secret with the UE (e.g., in order to obtain the cleartext CAG IDs).  
The gNB may generate a new K_A periodically  in order to mitigate UE CAG ID replay attacks. The gNB may also include a nonce (e.g., pseudo-random number) in the broadcast message that may change independently of K_A. For example, new a and K_A may be used for some given time period (e.g., every few hours), whereas a new nonce may be generated and used independently from the K_A generation and for different for (e.g., shorter time periods, every few minutes). This process may provide additional freshness (e.g., based on policy) and may be used in order to save on K_A processing cost while providing protection against UE connection requests replay attacks.

2.
 The UE acquires from the System Information (e.g., SIB1) the following parameters: K_A, and the list of hashed CAG IDs. The UE also acquires a nonce if included in the broadcast System Information (SI).

3.
The UE performs the following operations:

a. select one or more CAG ID from Allowed CAG IDs whose hash value using RAND_CELL matches a CAG ID hash value from gNB (where RAND_CELL is obtained from K_A as in step 1). 

b. generates an ephemeral private key y
c. generates an ephemeral public key K_B using y (e.g., K_B = X25519(y, 9))

d.
generates a shared secret S using y and K_A (e.g., S = X25519(y, K_A))

e.
derives a secret key K from S using a key derivation function, K_A, K_B and a UE identity (e.g., K = HMAC-SHA256(S, K_A || K_B || C-RTNI)). If a nonce is included in the broadcast SI, the UE may use the nonce in the computation of K (e.g., concatenation with the other parameters).

f.
for the selected CAG ID, computes a protected CAG ID using K (e.g., protected CAG IDK = CAG ID encrypted/integrity protected using K and AES algorithm)

4.
The UE sends a Registration Request and includes in the RRC part of the message the following parameters: K_B, a protected CAG IDK. The UE may also include the nonce from the broadcast SI.

5.
The gNB performs the following operations:

a.
generates a shared secret S using K_B and x (e.g., S = X25519(x, K_B))
b. derives a secret key K from S using a key derivation function as done in UE, step 3.e
c.
check integrity protection and decrypts CAG IDK using K (e.g., using an AES algorithm)

The gNB may verify the freshness of the UE request by validating that the included nonce corresponds to the current nonce in the broadcast SI. The gNB may also consider as valid a request using the previous nonce (e.g., based on policy). This may be used to avoid rejecting a UE that attempts to connect using a nonce that has just been replaced with a new one in the broadcast SI.

6.
The NG-RAN (gNB) includes the decrypted CAD ID in the N2 message sent to the AMF so that AMF can further check if the provided CAG-ID is in the allowed list and complete the rest of the registration procedure as per conventional steps.
6.x.3
Evaluation
TBD
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