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1
Decision/action requested

It is requested to approve the proposed conclusion for KI #4 of TR 33.861
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3
Rationale

This document proposes a conclusion of KI#4 of TR 33.861 [1], based on Solutions #6, #12, #17, and #19. 
4
Detailed proposal
***********************Start of the first change************************

7.x
Key Issue #4: Signalling overload due to Malicious Applications on the UE
For requirement 1, TS 23.288 [12] is recommended as the basic solution to identify misbehaving UEs.

For requirement 2, the core network should actively indicate the identified misbehaving UEs to control the misbehaving actions with different granularity (such as per-UE, per-PDU session, per-flow) to isolate the misbehaving UEs from the network. The solution details (may be related to Solution #6 and #12) could be addressed in the normative work.

For requirement 3, because of the limitation of detection precision, Solution #17 and #19 are recommended as the baseline for normative work to support RAN and the AMF passive protection against signaling overload from the (roughly) identified misbehaving UEs.

***********************End of the first change*************************
