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1
Decision/action requested

It is proposed to include the proposal in this pCR to TR 33.819.
2
Rationale
This contribution proposes a security solution for CAG ID privacy protection using the NAS security.
3
Detailed proposal

*** BEGIN CHANGES ***
6.X
Solution #X: Security solution for CAG ID privacy protection
6.X.1
Introduction
This solution addresses key issue # 6.2, and proposes a new mechanism to confidentially protect the CAG ID during the CAG access control using the NAS security protection. 
6.X.2
Solution details for CAG ID privacy protection

During the registration procedure, the AMF checks that whether the requested CAG ID protected by NAS security sending from UE is within both the NG-RAN’s allowed CAG Lists, and subscribed CAG retrieved from the UDM. If the verification successes, the AMF sends the allowed CAG ID to the NG-RAN. 

Details procedure during the initial registration is as follows.
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Figure 6.X.2-1 CAG ID access control in initial registration scenario

0. UE is configured with Allowed CAG ID list.

1. NG-RAN broadcasts the system information including the CAG ID list supported by the NG-RAN.

2. UE checks there is as least one match between allowed CAG list and NG-RAN-s CAG ID(s).

3. UE to NG-RAN: AN message (AN parameters, Registration Request (Registration type, SUCI, etc.), where the AN parameter includes an indicator, indicating that the UE requires to access the CAG ID(s) broadcasted by the NG-RAN.

4. NG-RAN to AMF: N2 message (N2 parameters, Registration Request (as described in step 1) where the N2 parameter include NG-RAN’s CAG ID(s). If the indicator is received from the UE, the CAG ID(s) supported by the NG-RAN (i.e. NG-RAN’ CAG ID(s)) shall be forwarded to the AMF within the N2 parameters.

5-8. The AMF initiates the following UE authentication.

9. AMF initiates NAS SMC procedure, and sends the NAS security mode command to the UE.

10. UE sends the requested CAG ID to the AMF within the NAS security mode command complete message, which is confidentiality and integrity protected. Here the requested CAG ID belongs to the match CAG IDs in step 2.

11. The AMF retrieves the subscription data from the UDM, which includes the subscribed CAG lists of the UE.

12. The AMF checks whether the requested CAG ID sending from UE is within both the NG-RAN’s allowed CAG Lists, and subscribed CAG lists in the UDM. If the checking does not pass, the AMF sends the registration reject message to the UE. Otherwise, the AMF does the following steps. Here denoting the requested CAG ID as the allowed CAG ID, if the above checking passes. 
13. The AMF sends the allowed CAG ID to the NG-RAN within the N2 message.

14. The AMF sends the registration accept to the UE. 

For the other registration scenarios, initial NAS protection shall be used here for the requested CAG ID protection while transferred from UE to AMF.
Editor’s note: compatability with SA2 solution is FFS.

6.X.4
Evaluation

*** END CHANGES ***
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