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1. Overall Description:

SA3 have further studied the AMF Re-allocation procedure and the issues with the UE dropping unprotected NAS messages after the secure exchange of NAS messages has been established (see previous SA3 LS (S3-19AAAA)). SA3 have reached the following conclusions:

SA3 will make no changes to the UE in Rel-15 to solve the issues.

There is no issue with AMF re-allocation via a direct interface between the AMFs (option (A) in figure 4.2.2.2.3-1 of TS 33.502).

AMF re-allocation via the NG-RAN (option (B) in figure 4.2.2.2.3-1 of TS 23.502) can be supported provided the deployment of AMF satisfies the below description (oran equivalent deployment). Without such a deployment, AMF re-allocation via the NG-RAN may fail in Rel-15.
The issue with NAS security and AMF re-allocation via the NG-RAN occurs when the initial AMF sends a protected NAS message to the UE before triggering the AMF re-allocation. This causes the UE to drop any unprotected NAS messages for the rest of this connection, which prevents the Target AMF from creating a new security context with unprotected messages if needed.
SA3 have concluded that AMF re-allocation via the NG-RAN can be used provided there is a ‘well-connected’ AMF that can send and receive AMF re-allocation to all other AMFs serving the UE via the selected NG-RAN node. Essentially this ‘well-connected’ AMF is a fallback option for when the above issue either occurs or could possibly occur. This of course is not the only deployment but a simple illustration of a possible deployment.
The network can use one of two strategies (or some mixture of the two) to avoid the issues described above.

1) Re-allocate to the ‘well connected’ AMF if there is a potential problem with routing via the NG-RAN.

2) Re-allocate via the ‘well connected’ AMF once the issue has been triggered.

These additional AMF re-allocations will occur in the SA2 procedures in the following scenarios.

1) will occur before the NAS security mode command procedure that may be run as step 9 of figure 4.2.2.2.2-1 that optionally occurs in step 2 of figure 4.2.2.2.3-1 of TS 23.502. 

2) will occur after the NAS security mode command procedure that may be run as step 9 of figure 4.2.2.2.2-1 that optionally occurs between step 2 of figure 4.2.2.2.3-1 of TS 23.502.
SA3 asks SA2 to provide feedback on the SA3 conclusions.

2. Actions:

To SA2 group.

ACTION: 
SA3 asks SA2 group to provide feedback on the SA3 conclusions/questions as appropriate.
3. Date of Next TSG-SA WG3 Meetings:)
SA3#96AdHoc
14-18 October 2019


China (TBD)
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18-22 November 2019


Reno, US
�PAGE \# "'Page: '#'�'"  ��to be removed when LS is approved


�It was discussed about asking questions, but this seemed enough when writing this – this should be discussed.





