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The security for the selected CP optimization solution in CIoT 5GS is not described in TS 33.501. 
TS 33.501 needs to describe how to handle the NAS COUNTs when the UE is using Control Plane CIoT 5GS Optimisation to send data over NAS signalling.
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	Other comments:
	


**** START OF CHANGES ****
6.x
Security handling in Cellular IoT

6.x.1
Security handling in Control Plane Optimization for 5GS CIoT

6.x.1.1
Security handling in Data over NAS for Control Plane Optimization for 5GS CIoT

The case that the UE or the SMF via AMF is using Control Plane CIoT 5GS optimisation to send data over NAS (due to either a request from the UE or decided by the SMF - see 5.31.4.1 of TS 23.501 [2]) works as follows. The UE and AMF shall always use the value of the uplink 5G NAS COUNT from the Control Plane Initial NAS message that was sent to transition the UE from CM-IDLE to CM-CONNECTED as freshness parameter in the derivation of the KgNB ., unless there has been a subsequent NAS Security Mode Complete. If there was a subsequent NAS Security Mode Complete, then the UE and AMF use the value of the uplink 5G NAS COUNT from the latest NAS Security Mode Complete message as freshness parameter in the derivation of the KgNB.
**** END OF CHANGES ****
