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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … {Tick one box. "Feature / Building Block / Work Task" form a hierarchical structure. E.g. no Building Block can be proposed without a corresponding parent Feature. The full structure of all existing Work Items is shown in the 3GPP Work Plan in ftp://ftp.3gpp.org/Information/WORK_PLAN } 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	820020
	Enablers for Network Automation for 5G
	This contribution try to define security part to such architecture about Network Automation for 5G WI. 


Dependency on non-3GPP (draft) specification: 
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Justification

SA2 has studied network automation in TR23.791 and have make specification on network analytic in TS23.288. In SA2’s specification, a new NF named NWDAF is introduced to gather information from every other possible NF(s) like AMF, SMF, NRF, etc., as well as from OAM. After analysing information, NWDAF can provide analytic results to NF if requested. 
With this new feature, some security issues are raised, as following:
· NWDAF can gather UE or NF specified statistical information from other NFs to analysis current UE or network performance. Those informations are sensitive, thus, special security requirement for NWDAF is needed, such as secure storage of sensitive data, secure execution of data analysing, etc.
· In TS 23.288 clause 6.7.5, it has defined that NWDAF could identify a group of UEs or a specific UE being misused or hijacked. The NWDAF could be notified by the NFs to collect UE behavioural information and output UE’s abnormal behaviour analytics. However, how such abnormal behaviour is mitigated is just example listed in table 6.7.5.3-2 rather than a consolidate solution, but from SA3’s view, whether the solution is effective, whether there are further security issues, and whether there are potential enhancements. For instance:
· Whether the solution is effective, e.g. NWDAF may detect an unexpected UE location in case that a stationary UE (e.g. water meter) is stolen and its location is changed. It is suggested that PCF may add the current UE location into the service area restrictions. However, if the attacker uses a new USIM, the solution is not effective since the restriction is binding to subscriber data, the stolen UE can register to the network again.
·   Further security issue, e.g. a large number of UEs may be detected as suspicion of DDoS attack if there is a DDoS attack, if NWDAF applies current suggested handling mechanism (i.e. release PDU session), many normal UEs may be killed since NWDAF cannot guarantee 100% detection precision, which may be a DoS attack to normal UEs.

· Potential enhancements, e.g. if NWDAF detects suspicion of DDoS attack, it is suggested to release the reported UE’s PDU session. However, a PDU session may contain many data flows including both normal and abnormal data flow, normal data flow may be shut down if NWDAF applies suggested handling mechanism, the thinner granularity for security handling may be specified.
4
Objective

The objectives of this WI are to:

-
Specify security requirements for NWDAF to address security issues identified in the course of SA2 work item.
-
Specify security procedures based on solutions in TS 23.288, such as security handling mechanism for misused or hijacked UEs to mitigate specific security threat.
The expected output will be captured in TS 33.501
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Expected Output and Time scale

	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Adding security requirement for NWDAF, and security solution for reducing misused or hijacked UEs threat
	TSG#86(Dec. 2019)
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Work item Rapporteur(s)
Qi Minpeng, China Mobile, qiminpeng@chinamobile.com 
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Work item leadership

SA3
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Aspects that involve other WGs
SA2 is responsible for possible architectural impact.
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Supporting Individual Members
	Supporting IM name

	China Mobile

	Huawei

	Hisilicon

	CAICT

	ZTE

	


