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1
Decision/action requested

This paper provides a solution for rejected S-NSSAI revokation.
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3
Rationale

Key Issue 6.x describes the need for performing revocation of a rejected S-NSSAI without PLMN or registration area change. 
The question is how/when to allow the UE to re-attempt to request the S-NSSAI which was rejected due to unsuccessful or revoked SSAA?

Alternative 1: allow for temporary rejection of S-NSSAI. This is a possible condition, but the follow-up question is how the reject timer value is determined? Assuming that the AMF determines the timer, based on which information does the AMF determine the timer value?  The AF or AAA Server can indicate a service unavailability time value in the failed/revoked SSAA message. This would allow the AMF to consider this time to temporarily reject the S-NSSAI (i.e. there is an associate reject time to the Rejected S-NSSAI).

Analysis: The AAA Server can know/determine the service unavailability time based on various conditions (e.g. User daily or weekly spending limit, etc.). The AAA server can indicate the service unavailability time in the failed authentication result or in the revocation request message. This would allow the AMF to consider this time to temporarily reject the S-NSSAI (i.e. there is an associate reject time to the Rejected S-NSSAI).

Observation 1: if the AF/AAA-S provides service unavailability time in the authentication failure or authorization revocation message, the AMF may provide reject timer associated with the Rejected S-NSSAI.

Alternative 2: based on the fact that the AMF keeps a status of the SSAA result in the UE context, means are provide to the AF/AAA-S to update the status in the AMF of the failed Authentication or revoked Authorization for the particular UE.  The AF/AAA-S can use an exposed NBI API to update the SSAA status in the network.  If the AF/AAA-S updates previously failed authentication or revoked authorization, the AMF can perform UE Configuration Update (UCU) procedure to update the list of rejected S-NSSAIs and delete the previously rejected S-NSSAI.  

Use case: after failed or revoked SSAA, the UE may perform application layer signalling exchange with the service provider (e.g. AF) and can 1) renew credentials or 2) renew subscription with the service provider. The service provider can store the status about previously failed authentication or revoked authorization, so that the service provider can updated the status in the 5GS via an exposed network service via NEF. 

Analysis: this option offers a clean way to update the status in the 5GS about previously failed Authentication or revoked Authorization for the particular UE. It requires that the service provider (e.g. AF/AAA-S) stores a status of previously failed Authentication or revoked Authorization for the particular UE, so that the AF/AAA-S can initiate the status update towards the 5GS. This can be performed by extending the existing 5GS feature "Exposure of provisioning capability towards external functions". 

Observation 2: the 5GS should provide means (e.g. service exposure via NEF) to the AF/AAA-S to update the status of previously failed or revoked SSAA. The AMF can perform UCU procedure to update the list of rejected S-NSSAIs and delete the previously rejected S-NSSAI.

From the Discussion part above, Observations 2 and 3 seem as a possible solutions for the question how/when to allow the UE to re-attempt to request the S-NSSAI which was rejected due to unsuccessful or revoked SSAA. 

Looking further at Observation 1, it may be possible that even if a service provider (AF/AAA-S) indicates a unavailability time, the UE may perform application layer signalling with the service provider and renew the service allowance before the timer expires. With this, in order to allow for 1) simple implementation in UE and AMF avoiding running of timers; 2) instant updates and 3) more deterministic behaviour, it is proposed that enabling signalling for updating the status of failed or revoked SSAA is a sufficient feature, i.e. Observation 2 is preferred.

Proposal:
Based on Observation 2, it is proposed to allow a service provider (AF/AAA-S) to update the status of Authentication failure or Authorization revocation in the 5GS by using an exposed network service via NEF. The AMF can perform UCU procedure to update the list of rejected S-NSSAIs and delete the previously rejected S-NSSAI.

4
Detailed proposal

It is proposed to include the following solution in 3GPP TR 33.813:
Begin of Changes

7.x
Solution #x: Slice Authentication Revokation
7.x.1
Introduction
This solution addresses Key Issue#x by allowing a service provider (AF/AAA-S) to update the status of Authentication failure or Authorization revocation in the 5GS by using an exposed network service via NEF. The AMF can perform UCU procedure to update the list of rejected S-NSSAIs and delete the previously rejected S-NSSAI.
7.x.2
Solution details
The procedure for the revocation of a rejected S-NSSAI is as follows:
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Figure 7.x.3: Revokation of rejected S-NSSAI

After the rejection of S-NSSAI#1, the revocation procedure is depicted in the dotted box step 7 to step 12: 

After a failed or revoked SSAA, the UE may perform application layer signalling exchange with the service provider (e.g. AF) and can 1) renew credentials or 2) renew subscription with the service provider. The service provider can store the status about previously failed authentication or revoked authorization, so that the service provider can updated the status in the 5GS via an exposed network service via NEF. The AMF would remove the S-NSSAI from the rejected S-NSSAI list in order to allow a new authentication with the AAA. The UE can then perform a new slice authentication for this specific S-NSSAI, which will be successful due to the updated subscription via application layer signalling.
The communication between AMF and AAA may traverse additional NFs, e.g. NEF or AUSF. 
7.x.3
Evaluation
The proposed solution meets the requirement of key issue #x.
End of Changes

