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4.2.2
Security functional requirements on the gNodeB deriving from 3GPP specifications and related test cases 

4.2.2.1
Security functional requirements on the gNodeB deriving from 3GPP specifications –  general approach
In addition to the requirements and test cases in TS 33.117, clause 4.2.2, a gNB shall satisfy the following:

It is assumed for the purpose of the present SCAS that a gNB conforms to all mandatory security-related provisions pertaining to an gNB in: 

-
3GPP TS 33.501: "EPS security architecture";

-
other 3GPP specifications that make reference to TS 33.501 or are referred to from TS 33.501 (e.g. TS 23.502). 

Security procedures pertaining to a gNB are typically embedded in mobility management procedures and session management procedures and are hence assumed to be tested together with them. Examples include: 

-
AS SMC and AS user plane security context establishment is embedded in PDU Session Establishment procedure or Service Request procedure. 

4.2.2.2
AS security mode command procedure – control plane
4.2.2.2.1
Integrity protection of RRC-signalling

Requirement Name: Integrity protection of RRC-signalling
Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "The gNB shall support integrity protection of RRC-signalling over the NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.3. 

Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC_CP_DATA_INT_RRC-SIGN_gNB
Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are integrity protected.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
Tester shall have access to the integrity algorithm and the integrity protection keys.

-
The tester shall have access to the NG RAN air interface. 
Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3], and 4.2.2.1.2 of TS 33.216 [4].

Expected Results: 
The RRC-signalling over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

4.2.2.2.2
AS integrity algorithms selection 

Requirement Name: AS algorithms selection

Requirement Reference: TS 33.501 [2], clause 6.7.3.0 

Requirement Description:"The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.501 [2], clause 5.11.2".

"Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.501 [2], clause 6.7.3.0.
Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.5 of TS 33.216 [4] 
4.2.2.2.3
RRC integrity check failure

Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.5.1 

Requirement Description: "The RRC integrity checks shall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side." as specified in TS 33.501 [2], clause 6.5.1.
Threat References: TR 33.926 [4], clause D.2.2.1, Control plane data integrity protection

Security Objective References: TBA

Test Case: 
Purpose:

Verify that RRC integrity check failure is handled correctly by the gNB.

Pre-Conditions:

Test environment with a UE. The UE may be simulated. RRC integrity protection is activated at the gNB.

Execution Steps

1a)
The UE sends a RRC message to the gNB without MAC-I; or

1b)
The UE sends a RRC message to the gNB with a wrong MAC-I.

2b)
The gNB verifies the integrity of the RRC message from the UE.

Expected Results:

The RRC message is discarded by the gNB after step 1a) or after step 2b).

4.2.2.2.4
Ciphering of RRC-signalling

Requirement Name: Ciphering of RRC-signalling
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: "The gNB shall support ciphering of RRC-signalling over the NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.2.

Threat References: TR 33.926 [5], clause D.2.2.1 – Control plane data confidentiality protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC-CP-DATA-CIP-RRC-SIGN_gNB
Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are confidentiality protected.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall have access to the ciphering algorithm and confidentiality protection keys.

-
The tester shall have access to the NG RAN air interface.

Execution Steps:

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3].

Expected Results:  

The RRC-signalling over the NG RAN air interface is confidentiality protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

4.2.2.2.5
Replay protection of RRC-signalling

Requirement Name: Replay protection of RRC-signalling.
Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "The gNB shall support integrity protection and replay protection of RRC-signalling " as specified in TS 33.501 [2], clause 5.3.3.

Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-RRC-REPLAY_gNB
Purpose: To verify the replay protection of RRC-signalling between UE and gNB over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall have knowledge of the integrity algorithm and the corresponding protection keys.

-
The tester shall have access to the NG RANs air interface. 

-
The tester shall active the user plane integrity protection of the user data packets.
Execution Steps:

1.
The tester shall capture the data sent between UE and the gNB using any network analyser over the NG RAN air interface. 

2.
Tester shall filter RRC signalling packets. 

3.
Tester shall check for the RRC SQN of the filtered RRC signalling packets and shall use any packet crafting tool to create RRC signalling packets similar to the captured packets or the tester shall replay the captured RRC uplink packet to the gNB to perform the replay attack over gNB.

4.
 Tester shall check whether the replayed RRC signalling packets were processed by the gNB or not, by capturing over NG RAN air interface to see if any corresponding response message is received from the gNB. 

5.
Tester shall confirm that gNB provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the gNB to the replayed packet.
Expected Results:  

The RRC signalling over the NG RAN air interface is replay protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

4.2.2.3
AS security mode command procedure – user plane
4.2.2.3.1
Integrity protection of user data between the UE and the gNB

Requirement Name: Integrity protection of user data between the UE and the gNB.
Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "The gNB shall support integrity protection of user data packets over the NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.3.

NOTE: 
This requirement does not apply to the gNB that is used as a secondary node connecting to the EPC.

Threat References: TR 33.926 [5], clause D.2.2.4 – User plane data integrity protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT_gNB
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
Tester shall enable the user plane integrity protection and ensure NIA0 is not used.

-
Tester shall have knowledge of integrity algorithm and integrity protection keys.

-
The tester shall have access to the NG RAN air interface. 

Execution Steps:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3], and 4.2.2.1.4 of TS 33.216 [4].

Expected Results:  

The user plane packets sent between UE and gNB over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.



















4.2.2.3.2 
UP integrity check failure

Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.6.4 

Requirement Description: "If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded." as specified in TS 33.501 [2], clause 6.6.4.
Threat References: TR 33.926 [4], clause X.2.2.4, User plane data integrity protection 

Security Objective References: TBA

Test Case: 
Purpose:

Verify that UP integrity check failure is handled correctly by the gNB.

Pre-Conditions:

Test environment with a UE. The UE may be simulated. UP integrity protection is activated at the gNB.

Execution Steps

1a)
The UE sends a PDCP PDU to the gNB without MAC-I; or

1b)
The UE sends a PDCP PDU to the gNB with a wrong MAC-I.

2b)
The gNB verifies the integrity of the PDCP PDU from the UE.

Expected Results:

The PDCP PDU is discarded by the gNB after step 1a) or after step 2b).




















4.2.2.3.3
Ciphering of user data between the UE and the gNB

Requirement Name: Ciphering of user data between the UE and the gNB
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: "The gNB shall provide ciphering of user data packets between the UE and the gNB on NG RAN air interface" as specified in TS 33.501 [2], clause 5.3.2.

Threat References: TR 33.926 [5], clause D.2.2.3 – User plane data confidentiality protection at gNB
Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. UE may be simulated.
-
The tester shall have knowledge of the ciphering algorithm and the confidentiality protection keys.

-
The tester shall have access to the NG RAN air interface. 

-
Tester shall enable the user plane ciphering protection and ensure NIA0 is not used.

Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3], and 4.2.2.1.3 of TS 33.216 [4].

Expected Results: 

The user plane packets sent between the UE and gNB over the NG RAN air interface is confidentiality protected. 

Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.

4.2.2.3.4
Replay protection of user data between the UE and the gNB

Requirement Name: Replay protection of user data between the UE and the gNB.
Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "the gNB shall support integrity protection and replay protection of user data between the UE and the gNB" as specified in TS 33.501 [2], clause 5.3.3.

Threat References: TR 33.926 [5], clause D.2.2.4 –User plane data integrity protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-REPLAY_gNB
Purpose: To verify that the user data packets are replay protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. The UE may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall active the user plane integrity protection of the RRC-signalling packets.

Execution Steps:

1.
The tester shall capture the user plane data sent between UE and gNB using any network analyser over the NG RAN air interface. 

2.
Tester shall filter user plane data packets sent between UE and gNB.

3.
Tester shall replay the captured user plane packets or shall use any packet crafting tool to create a user plane packet similar to the captured user plane packet and replay to the gNB.

4.
Tester shall check whether the replayed user plane packets were processed by the gNB by capturing over NG RAN air interface to see if any corresponding response message is received from the gNB. 

5.
Tester shall confirm that gNB provides replay protection by dropping/ignoring the replayed packet if no corresponding response is received from the gNB to the replayed packet.
6.
Tester shall verify from the result that if the replayed user plane packets are not accepted by gNB, the NG RAN air interface is replay protected.

Expected Results:  

The user plane packets sent between the UE and gNB over the NG air interface is replay protected. 

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

























4.2.2.3.5
Ciphering of user data based on the security policy sent by the SMF

Requirement Name: Ciphering of user data based on the security policy sent by the SMF
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: "The gNB shall activate ciphering of user data based on the security policy sent by the SMF" as specified in TS 33.501 [2], clause 5.3.2.

Threat References: TR 33.926 [5], clause D.2.2.8 – Security Policy Enforcement.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-CIP-SMF
Purpose: To verify that the user data packets are confidentiality protected based on the security policy sent by the SMF via AMF
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall have knowledge of the RRC and UP ciphering algorithm and protection keys.

-
RRC ciphering is already activated at the gNB.

Execution Steps: 

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send the UP security policy with ciphering protection "required" to the gNB.

3.
The tester shall capture the RRC connection reconfiguration procedure between gNB to UE over NG RAN air interface. And filter the RRC connection reconfiguration message sent by gNB to UE.

4.
The tester shall decrypt the RRC connection Reconfiguration message and retrieve the UP ciphering protection indication presenting in the decrypted message.

5.
The tester shall verify if the UP security policy received at gNB is same as the UP ciphering protection indication notified by the gNB to the UE in the RRC connection Reconfiguration message.

6.
Tester shall capture the RRC connection Reconfiguration complete message sent between UE and gNB.

7.
Tester shall check whether UP ciphering is enabled /disabled according to the UP security policy.

Expected Results:  

The user plane packets are confidentiality protected based on the UP security policy sent by the SMF.. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

4.2.2.3.6
Integrity of user data based on the security policy sent by the SMF

Requirement Name: Integrity of user data based on the security policy sent by the SMF
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: "The gNB shall provide integrity protection of user data based on the security policy sent by the SMF" as specified in TS 33.501 [2], clause 5.3.2.

Threat References: TR 33.926 [5], clause D.2.2.8 – Security Policy Enforcement.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT-SMF
Purpose: To verify that the user data packets are integrity protected based on the security policy sent by the SMF.
Pre-Condition: 

-
 The gNB network product shall be connected in emulated/real network environments. The UE and the 5GC may be simulated.
-
The tester shall have access to the NG RAN air interface.

-
The tester shall have knowledge of the integrity algorithm and protection keys.

-
RRC integrity is already activated at the gNB.

Execution Steps: 

1.
The tester triggers PDU session establishment procedure by sending PDU session establishment request message. 

2.
Tester shall trigger the SMF to send find the UP security policy with integrity protection is "required" to the gNB.

3.
The tester shall capture the RRC connection reconfiguration message sent by gNB to UE over NG RAN air interface.

4.
The tester shall decrypt the RRC connection reconfiguration message and retrieve the UP integrity protection indication presenting in the decrypted message.

5.
Tester shall check whether UP integrity is enabled /disabled to verify if the UP security policy received at gNB is same as the UP integrity protection indication notified by the gNB to the UE in the RRC connection reconfiguration message.

6.
Tester shall capture the user plane data sent between UE and gNB using any network analyser.

7.
The tester shall compare the hash value and the message authentication code of the captured messages.

Expected Results:  

The user plane packets are integrity protected based on the security policy sent by the SMF.

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.









4.2.2.4 
Security in intra-RAT mobility

4.2.2.4.1
Key refresh at gNB
Requirement Name: Key refresh at gNB

Requirement Reference: TS 33.501 [2], clause 5.11.2 

Requirement Description: "Key refresh shall be possible for KgNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the gNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KgNB." as specified in TS 33.501 [2], clause 5.11.2.

Threat References: TR 33.926 [4], clause D.2.2.7 Key Reuse

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.8 of TS 33.216[4]
4.2.2.4.2
Bidding down prevention in Xn-handovers

Requirement Name: Bidding Down Prevention

Requirement Reference: TS 33.501 [2], clause 6.7.3.1 

Requirement Description: "In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities, UP security policy with corresponding PDU session ID received from the source gNB to the AMF." as specified in TS 33.501 [2], clause 6.7.3.1."
Threat References: TR 33.926 [4], clause D.2.2.6 Bidding Down  on Xn-Handover
Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.10 of TS 33.216 [4]
4.2.2.4.3
AS protection algorithm selection in gNB change
Requirement Name: AS protection algorithm selection in gNB change.

Requirement Reference: TS 33.501 [2], clauses 6.7.3.1 and 6.7.3.2  

Requirement Description: "The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB " as specified in TS 33.501 [2], clause 6.7.3.1, and clause 6.7.3.2.

Threat References: TR 33.926 [5], D.2.2.5 – AS algorithm selection and use

Security Objective References: TBA

Test Case: the test case in subclause 4.2.2.1.11 of TS 33.216 [4]
4.2.2.4.4
Control plane data confidentiality protection over N2/Xn interface

Requirement Name: Control plane data confidentiality protection over N2/Xn interface
Requirement Reference: TS 33.501 [2], clauses 9.2 and 9.4

Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [2], clauses 9.2 and 9.4. 

Threat References: TR 33.926 [5], clause D.2.2.1 – Control plane data confidentiality protection.

Security Objective Reference: TBA

Test Case: the test case in subclause 4.2.2.1.1 of TS 33.216 [4]
4.2.2.4.5
Control plane data integrity protection over N2/Xn interface

Requirement Name: Control plane data integrity protection over N2/Xn interface
Requirement Reference: TS 33.501[2], clauses 9.2 and 9.4

Requirement Description: "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [2], clauses 9.2 and 9.4.  
Threat References: TR 33.926 [5], clause D.2.2.2 – Control plane data integrity protection.

Security Objective Reference: TBA

Test Case: the test case in subclause 4.2.2.1.2 of TS 33.216 [4]
*************** End of the Changes ****************


