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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	TBD
	Study on Security Aspects of the 5G Service Based Architecture
	Study that this work item is based upon

	
	
	


3
Justification

The service-based architecture (SBA) was first introduced in Rel-15. The SBA is important to achieve Cloud native/friendly design for the 5GC.  This makes the 5G system more flexible, reduce the time of feature implementation and achieve continuous Integration and Continuous Delivery (CI/CD) through modularized independent “NF services”. The services are invoked through API and allows reusability and makes it easy for operators to introduce new features based on SBA. 

Based on the R15 SBA, SA2 has introduced further enhancements in R16, which among other things provides support for Indirect communication using Service Communication Proxy (SeCoP), support for NF Sets etc. SA3 has studied security aspects of these enhancements in TR 33.855. Several key issues have been identified with conclusions agreed on solutions for those key issues.
In addition to the requirements coming from SA2, SA3 has also concluded its study on securing the inter-PLMN N9 interface which needs normative work.
4
Objective

This WI is to work on normative specifications for the SBA enhancements to TS 33.501 as a result of the key issue conclusions in TR 33.855 on: 

-
NF-NF Authentication in Indirect communication scenarios
-
OAuth 2.0 based service access authorization in Indirect communication scenarios
-
Service access authorization for NF Sets

-
Inter-PLMN N9 interface security

-
Service Communication Proxy (SeCoP) interface security

-
Secure message transport via SeCoP

-
Service access authorization for Resources within the services
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Updates to amend the 5G system security architecture and procedures to support security of 
	SA#86
December 2019
	


6
Work item Rapporteur(s)
Nagendra Bykampadi, Nokia, nagendra.bykampadi@nokia.com 
7
Work item leadership

SA3 
8
Aspects that involve other WGs
None identified yet.
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Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	


